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STATEMENT OF POLICY

It is the policy of Woolstock Telephone (“Carrier’™) to comply with the
Communications Assistance for Law Enforcement Act, Public Law No. 103-414, 108
Stat. 4279 (1994), (“CALEA”), and with the implementing regulations adopted by the
Federal Communications Commission (“FCC”) and the Federal Bureau of Investigation
(“FBI).

In particular, it is the policy of Carrier that each and every interception of
communications or access to call-identifying information effected within its switching
premises must be implemented and activated in accordance with appropriate legal
authorization, with appropriate Carrier authorization, and with the affirmative
intervention of one of Carrier’s officers or employees acting in accordance with FCC
regulations.

Carrier has appointed the senior officers and staff positions identified on the
attached Exhibit A as its Primary and Secondary Points of Contact with law enforcement
for CALEA purposes. These are the only officers and employees of Carrier authorized to
implement and activate interceptions of communications (wiretaps) or access to call-
identifying information (pen registers, and traps and traces). All of these personnel are
familiar with the policy set forth above, and with the procedures established below. A
current list of staff holding these positions is maintained in a secure, locked file or filing
cabinet on Carrier’s premises. This list will be made available to law enforcement upon
request.




IMPLEMENTING PROCEDURES

1.0 PRIMARY AND SECONDARY POINTS OF CONTACT FOR LAW
ENFORCEMENT

1.1 Appointment of Primary Point of Contact

Carrier has appointed the senior officer or staff position listed on the
attached, current version of Exhibit A as its CALEA Compliance Manager. This
individual is Carrier’s authorized Primary Point of Contact with law enforcement
agencies and officials for CALEA purposes, and is responsible for affirmatively
intervening to ensure that interceptions of communications (wiretaps) or accessto
call-identifying information (pen registers, and traps and traces) are activated only
in accordance with appropriate legal authorization.

1.2 Appointment of Secondary Points of Contact

In the event that Carrier’s CALEA Compliance Manager is unavailable at the
time that it is necessary for Carrier to respond to a CALEA request from law
enforcement, Carrier has appointed the senior officer(s) or employee(s) listed on
the attached, current version of Exhibit A as its Assistant CALEA Compliance
Manager(s). This individual or these individuals are Carrier’s authorized
Secondary Point(s) of Contact with law enforcement agencies and officials for
CALEA purposes. If Carrier’s CALEA Compliance Manager is unavailable, one
or more of its Assistant CALEA Compliance Manager(s) will be responsible for
affirmatively intervening to ensure that interceptions of communications (wiretaps)
or access to call-identifying information (pen registers, and traps and traces) are
activated only in accordance with appropriate legal authorization.

1.3 Appointment Forms

The Carrier’s «Position3» will appoint its CALEA Compliance Manager and
as many Assistant CALEA Compliance Managers as the Carrier deems reasonable
and necessary, and will execute an Appointment Form of the type attached as
Exhibit B for each appointed individual. These Appointment Forms will serve as
written documentation that the Carrier has given these senior officers and
employees the requisite “Appropriate Carrier Authorization” to assist law
enforcement in conducting any interception of communications or access to call-
identifying information. Each Appointment remains in effect unless and until it is
terminated by the «Position3». Upon termination of a particular individual’s
appointment, the date of termination must be clearly and expressly stated on the
Appointment Form.




2.0 LAW ENFORCEMENT ACCESS TO CARRIER’S POINTS OF
CONTACT

2.1 Availability at All Times

Carrier’s CALEA Compliance Manager is responsible for ensuring that a
Primary or Secondary Point of Contact is available to law enforcement officials at
all times — that is, on a seven days per week, twenty-four hours per day basis. The
CALEA Compliance Manager will be Carrier’s Point of Contact with law
enforcement as much as possible during business and non-business hours, and will
be responsible for leaving contact information with Carrier’s receptionists,
telephone answering service and/or voice mail system. In the event that the
CALEA Compliance Manager is unavailable at the time of a CALEA request by
law enforcement, Carrier’s receptionists, telephone answering service and/or voice
mail system will refer the matter to the Assistant CALEA Compliance Manager(s)
according to the order in which they are listed on the attached, current version of
Exhibit A.

2.2 Business Hours

During Carrier’s normal business hours, the employees greeting visitors at
Carrier’s main business office and the employees answering Carrier’s main
telephone number will be instructed and trained to refer all visits or inquiries by
law enforcement officials regarding wiretaps, pen registers, traps and traces, and
other electronic surveillance activities to the Carrier’s CALEA Compliance
Manager, or, in his or her absence, to the appropriate Assistant CALEA
Compliance Manager.

2.3 Non-Business Hours

At all times when the Carrier’s main business office is closed, its telephone
answering service or voice mail system will be directed or programmed to forward
calls by law enforcement officials regarding wiretaps, pen registers, traps and
traces, and other electronic surveillance activities to the Carrier’s CALEA
Compliance Manager, or, in his or her absence, to the appropriate Assistant
CALEA Compliance Manager.




3.0 JOB FUNCTIONS OF PRIMARY AND SECONDARY POINTS OF
CONTACT

3.1 Primary Point of Contact

Carrier’s CALEA Compliance Manager is responsible for serving as
Carrier’s Primary Point of Contact with law enforcement officials and agencies
regarding all CALEA-related matters. These duties include:

(a)

(b)

(©

(d)

()

®

Responding to questions and inquiries from law enforcement
officials and agencies regarding wiretaps, pen registers, traps and
traces, and other electronic surveillance activities;

Reviewing the orders, warrants, or other authorizations proffered
by law enforcement officials requesting wiretaps, pen registers, traps
and traces, or other electronic surveillance measures, and making a
reasonable determination whether such documents are what they

purport to be;

Reviewing the orders, warrants, or other authorizations proffered
by law enforcement officials requesting wiretaps, pen registers, traps
and traces, or other electronic surveillance measures, and determining

whether the specifically requested measures can be implemented
technically;

Implementing (or overseeing the implementation by a competent
technical employee) of properly authorized (that is, those having both
appropriate legal authorization and appropriate carrier authorization)
wiretaps, pen registers, traps and traces, or other electronic surveillance
measures;

Becoming and remaining aware of additional relevant federal and
state statutory provisions regarding the authorization (including those
involving exigent circumstances) of wiretaps, pen registers, traps and
traces, or other electronic surveillance measures [for example, the
Omnibus Crime Control And Safe Streets Act of 1968 and the
Electronic Communications Privacy Act of 1986 (18 U.S.C. §§ 2510-
20 and 3121-26), the Foreign Intelligence Surveillance Act (50 U.S.C.
§§ 1801-11), and collateral state electronic surveillance statutes];

Reporting any and all acts of unauthorized or unlawful electronic
surveillance occurring on Carrier’s premises to the appropriate law
enforcement agency within a reasonable time period (not to exceed five
business days) after their discovery;




(2)

(h)

(1)

1)

(k)

Reporting amy and all compromises of the security or integrity of
lawful wiretaps, pen registers, traps and {races, or other electronic

surveillance measures by unauthorized persons or entities to the
appropriate law enforcement agency within a reasonable time period
(not to exceed five business days) after their discovery;

Preparing and signing a complete and accurate certification (or
reviewing the certification prepared by an Assistant CALEA
Compliance Manager) for each and every wiretap, pen register, trap
and trace, or other electronic surveillance measure implemented by
Carrier;

Supervising the maintenance and retention of secure and accurate
records of the wiretaps, pen registers, traps and traces, or other
electronic surveillance measures implemented by Carrier for a period of
ten years after the termination of the measure;

Reviewing and revising, if necessary, the present CALEA
Compliance Policies And Procedures after significant changes in
federal or state electronic surveillance statutes, or relevant FCC rules;
and

Training and supervising the activities of Assistant CALEA
Compliance Managers.

3.2 Secondary Point(s) of Contact

Carrier’s one or more CALEA Assistant Compliance Managers are
responsible for serving as its Secondary Point(s) of Contact with law enforcement
officials and agencies regarding CALEA-related matters when the CALEA
Compliance Manager is unavailable. Their duties include:

(a)

®

©

Reviewing the orders, warrants, or other authorizations proffered
by law enforcement officials requesting implementation of wiretaps,
pen registers, traps and traces, or other electronic surveillance
measures, and making a reasonable determination whether such
documents are what they purport to be;

Reviewing the orders, warrants, or other authorizations proffered
by law enforcement officials requesting implementation of wiretaps,
pen registers, traps and traces, or other electronic surveillance
measures, and determining whether the specifically requested measures
can be implemented technically;

Implementing (or overseeing the implementation by a competent
technical employee) of properly authorized (that is, those having both
appropriate legal authorization and appropriate carrier authorization)




wiretaps, pen registers, traps and traces, or other electronic surveillance

measures;

d)  Becoming and remaining aware of additional relevant federal and
Stafe statutory provisions regarding the authorization (including those
involving exigent circumstances) of wiretaps, pen registers, traps and
traces, or other electronic surveillance measures [for example, the
Omnibus Crime Control And Safe Streets Act of 1968 and the
Electronic Communications Privacy Act of 1986 (18 U.S.C. §§ 2510-
20 and 3121-26), the Foreign Intelligence Surveillance Act (50 U.S.C.
§§ 1801-11), and collateral state electronic surveillance statutes];

(e) Reporting any and all unauthorized or unlawful electronic
surveillance occurring on Carrier’s premises to the CALEA
Compliance Manager as soon as possible after discovery;

(f) Reporting any and all compromises of the security or integrity of
lawful wiretaps, pen registers, traps and traces, or other electronic
surveillance measures by unauthorized persons or entities to the
CALEA Compliance Manager as soon as possible after discovery; and

(2) Preparing and signing a complete and accurate certification for
each and every wiretap, pen register, trap and trace, or other electronic
surveillance measure that he or she supervises or implements on behalf
of Carrier.




4.0 APPROPRIATE AUTHORIZATION
4.1 Definition of “Appropriste Authorization”

No interception of communications or access to call-identifying information
may be implemented or activated on Carrier’s premises without both “appropriate
carrier authorization” and “appropriate legal authorization.” The term “appropriate
carrier authorization” means that Carrier has formally appointed the officer or
employee assisting law enforcement to be its CALEA Compliance Manager or one
of its Assistant CALEA Compliance Managers, and has expressly authorized the
officer or employee to receive and evaluate requests by law enforcement agencies
and officials for interception of communications or access to call-identifying
information, and to implement or supervise the implementation of such
interceptions or access. The term “appropriate legal authorization” means that the
law enforcement agency or official requesting an interception of communications
or access to call-identifying information has obtained a signed court order, signed
warrant or other valid authorization permitted by 18 U.S.C. Sec. 2518(7) or any
other applicable federal or state statute.

4.2 Appointment Necessary for “Appropriate Carrier Authorization”

No officer or employee of Carrier can become the CALEA Compliance
Manager or an Assistant CALEA Compliance Manager without being appointed to
the position by the Carrier’s «Position3», and without receiving and signing a
completed Authorization Form (of the type attached as Exhibit B) executed by the
Carrier’s «Position3», Board President, Bob Grandgeorge.

4.3 Only Appointees Have “Appropriate Carrier Authorization”

Only the CALEA Compliance Manager or an Assistant CALEA Compliance
Manager is authorized by Carrier: (a) to receive a request from any law
enforcement agency or official for an interception of communications or access to
call-identifying information; (b) to examine and determine whether the requesting
law enforcement agency or official has appropriate legal authorization; and {c) to
implement or supervise the implementation of an interception of communications
or access to call-identifying information.

4.4 Other Carrier Employees Must Refer All Law Enforcement Requests

No officer or employee who has not been appointed formally by Carrier to be
its CALEA Compliance Manager or an Assistant CALEA Compliance Manager
may accept or review any request from law enforcement for an interception of
communications or access to call-identifying information. All such requests (and
accompanying court orders or other documents) must be referred immediately to
the CALEA Compliance Manager or (if he or she is unavailable) to an Assistant -
CALEA Compliance Manager. No officer or employee of Carrier other than its
CALEA Compliance Manager or Assistant CALEA Compliance Manager may
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physically implement or activate a wiretap, pen register, trap and trace, or other
electronic surveillance measure unless he or she is subject at all times to the direct

supervision and oversight of the CALEA Compliance Manager or Assistant
CALEA Compliance Manager.

4.5 Documents Indicating “Appropriate Legal Authorization”

The Carrier’s CALEA Compliance Manager or Assistant CALEA
Compliance Manager will not activate, or supervise the activation of, an
interception of communications or access to call-identifying information unless and
until presented by an identified law enforcement official possessing credentials
which reasonably appear to be valid with either:

(a) A document which reasonably appears to be a valid court order
authorizing the interception of wire or electronic communications, the
installation and use of a pen register or a trap and trace device, or
electronic surveillance under the Foreign Intelligence Surveillance Act;
or

(b) A document which reasonably appears to indicate that the
requesting law enforcement official is a specially designated
representative of the U.S. Attorney General, or (in cases not involving
the Foreign Intelligence Surveillance Act) a Deputy Attorney General,
Associate Attorney General or principal federal or state prosecuting
attorney for the area, together with a claim by such official that an
emergency situation exists that requires the immediate initiation of an
interception of communications or access to call-identifying
information without a court order. In the event of such an asserted
emergency, (i) an interception must be terminated if a court order is not
applied for by law enforcement within 48 hours or if the requested
order is denied; (ii) an access to call-identifying information must be
terminated if a court order is not obtained within 48 hours; and (iii) an
electronic surveillance under the Foreign Intelligence Surveillance Act
must be terminated if a court order is not obtained within 24 hours.




5.0 REASONABLE DETERMINATION OF APPROPRIATE LEGAL
AUTHORIZATION

5.1 Interception of Communications (wiretaps)

In reviewing a court order authorizing or approving a wiretap to determine
whether it is what it purports to be, the CALEA Compliance Manager or Assistant
CALEA Compliance Manager should look to see whether it contains most or all of
the following elements:

(a) The signature of a judge of the federal or state court (U.S. Court of
Appeals, U.S. District Court or state court having general criminal
jurisdiction) for the circuit or district in which Carrier is located, or the
circuit or district in which law enforcement will receive the intercepted
communications;

(b) The name(s) or description of the person(s) whose communications
are to be intercepted,

(c) The address or geographic location, and landline or mobile
telephone number(s), of the communications facilities to be
intercepted;

(d) A description of the type of communications sought to be
intercepted,

(e) A statement of the particular type(s) of criminal offense to which
the communications relate;

(D The name of the federal or state law enforcement agency
authorized to intercept the communications;

(g) The name of the law enforcement official authorizing the
application for the court order;

(h) The period of time (not greater than 30 days) during which the
interception is authorized;

1) A statement whether or not the interception will automatically
terminate when the described communication is first intercepted and
obtained;

) A directive that the Carrier shall furnish the authorized law
enforcement agency forthwith with all information, facilities, and
technical assistance necessary to accomplish the interception
unobtrusively and with a minimum of interference with the services




(k)

M

that Carrier is according the person whose communications are to be

intercepted;
A provision that the authorization to intescept shall be executed as

soon as practicable, shall be conducted in such a way as to minimize
the interception of communications not otherwise subject to
interception, and must terminate upon attainment of the authorized
objective, or in any event in 30 days; and

A requirement (optional, at the issuing judge’s discretion) that
reports be made to the issuing judge showing what progress has been
made toward achievement of the authorized objective, and the need for
continued interception.

5.2 Access to Call-Identifying Information (pen registers, and traps and traces)

In reviewing a court order authorizing the installation and use of a pen
register or trap and trace device to determine whether it is what it purports to be,
the CALEA Compliance Manager or Assistant CALEA Compliance Manager
should look to see whether it contains most or all of the following elements:

(a)

(b)

©

(d)
(e)

®

(2)

(h)

The signature of a judge or magistrate of the federal or state court
(U.S. Court of Appeals, U.S. District Court or state court having
general criminal jurisdiction) for the circuit or district in which Carrier
is located, or the circuit or district in which law enforcement will
receive the call-identifying information;

The identity of the person to whom is leased, or in whose name is
listed, the telephone line to which the pen register or trap and trace
device is to be attached;

The number and, if known, physical location of the telephone line
to which the pen register or trap and trace device is to be attached;

The geographic limits of the trap and trace order,

A statement of the criminal offense to which the information likely
to be obtained by the pen register or trap and trace relates;

The name of the federal or state law enforcement agency
authorized to use the call-identifying information;

The name of the law enforcement official authorizing the
application for the court order;

The period of time (not greater than 60 days) during which the pen
register, or trap and trace, is authorized;

10




(i) A directive that the Carrier shall furnish the authorized law
enforcement agency with the information, facilities, and technical
assistance necessary to accomphsb the installation of the pen register or
trap and trace device;

G) A directive that the court order be sealed until otherwise ordered
by the court; and

k) A directive that the Carrier not disclose the existence of the pen
register or trap and trace device, or the existence of the investigation, to
the listed subscriber, or to any other person, unless and until otherwise
ordered by the court.

5.3 Foreign Intelligence Surveillance Act

In reviewing a court order authorizing or approving electronic surveillance
under the Foreign Intelligence Surveillance Act to determine whether it is what it
purports to be, the CALEA Compliance Manager or Assistant CALEA Compliance
Manager should look to see whether it contains most or all of the following
elements:

(a) The signature of one of the seven U.S. District Court judges having
jurisdiction to hear applications for, and grant orders approving,
electronic surveillance under the Foreign Intelligence Surveillance Act
anywhere within the United States;

(b) The identity (if known) or a description of the target of the
electronic surveillance;

(c) The nature and location of each of the facilities or places at which
the electronic surveillance will be directed;

(d) The type of information sought to be acquired, and the type of
communications to be subjected to the surveillance;

(e) The means by which the electronic surveillance will be effected;
® The period of time (generally not more than 90 days, but up to one
year if the target is a foreign power) during which the electronic

surveillance is approved;

(g) The minimization procedures to be followed;

(h) A directive that the Carrier shall furnish the authorized law
enforcement agency forthwith all information, facilities, and technical
assistance necessary to accomplish the electronic surveillance in such a
manner as will protect its secrecy and produce a minimum of
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interference with the services that Carrier is providing the target of
electronic surveillance; and

() A directive that the Carrier maintain under security procedures
approved by the U.S. Attorney General and Director of Central
Intelligence any records concerning the surveillance or aid furnished
that the Carrier wishes to retain.

5.4 Reasonable Determination of Validity

Where most or all of the foregoing elements are included in the particular
type of court order proffered by the requesting law enforcement official, the
CALEA Compliance Manager or Assistant CALEA Compliance Manager may
reasonably determine that the court order is what it purports to be, and proceed to
affirmatively intervene and assist law enforcement in implementing and conducting
the authorized interception of communications or access to call-identifying
information. The CALEA Compliance Manager or Assistant CALEA Compliance
Manager is not authorized to test the accuracy of the statements in a proffered court
order, or otherwise to conduct his or her own independent or judge-like review of
the validity of such court order, prior to implementing the subject interception of
communications or access to call-identifying information.

5.5 Future Statutory Changes

The foregoing listings of the elements of typical court orders are based upon
the Omnibus Crime Control And Safe Streets Act of 1968 and the Electronic
Communications Privacy Act of 1986 (18 U.S.C. §§ 2510-20, 2701-10 and 3121-
26), and the Foreign Intelligence Surveillance Act (50 U.S.C. §§ 1801-11), as they
existed on November 1, 1999. Future changes in these statutes, or their judicial
interpretation, may modify the elements required to be included in court orders for
various types of electronic surveillance.

5.6 State Statutes

State statutes may impose additional requirements and restrictions upon the
state court orders that may required by state and local law enforcement officials for
wiretaps, pen registers, traps and traces, and other electronic surveillance measures.
The CALEA Compliance Manager will consult with Carrier’s local counsel
periodically to determine whether and how such state statutes (if any) will impact
the nature and typical elements of state court orders which the CALEA Compliance
Manager or Assistant CALEA Compliance Manager may have to review.
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6.0 EMERGENCY CIRCUMSTANCES WHEN NO COURT ORDER MAY
BE REQUIRED

6.1 Interceptions of Communications (wiretaps)

In very limited emergency situations, specially designated law enforcement
officials may request and obtain the activation of a wiretap before getting a court
order. As of November 1, 1999, the criteria in 18 U.S.C. Sec. 2518(7) require that:

(a) The requesting law enforcement official must have received
“special designation” (which should be documented) from the U.S.
Attorney General, the Deputy U.S. Attorney General, the Associate
U.S. Attorney General, or the principal prosecuting attorney of a State
or State subdivision (county or city);

(b) An emergency situation must exist involving: (i) immediate danger
of death or serious physical injury to any person; (ii) conspiratorial
activities threatening the national security interest; or (iii) conspiratorial
activities characteristic of organized crime; and

(© An application must be made by law enforcement for a court order
within 48 hours after the interception is initiated, and must be granted.

6.2 Access to Call-Identifying Information (pen registers, and traps and traces)

In very limited emergency situations, specially designated law enforcement
officials may request and obtain the installation and use of a pen register, or trap
and trace device, before getting a court order. As of November 1, 1999, the criteria
in 18 U.S.C. Sec. 3125(a) require that:

(a) The requesting law enforcement official must have received
“special designation” (which should be documented) from the U.S.
Attorney General, the Deputy U.S. Attorney General, the Associate
U.S. Attorney General, any Assistant U.S. Attorney General, any acting
Assistant U.S. Attorney General, any Deputy Assistant U.S. Attorney
General, or the principal prosecuting attorney of a State or State
subdivision {county or city);

(b) An emergency situation must exist involving: (i) immediate danger
of death or serious physical injury to any person; or (ii) conspiratorial
activities characteristic of organized crime; and

(c) A court order approving the installation and use of the pen register,
or trap and trace device, must be issued within 48 hours after its
installation.
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6.3 Foreign Intelligence Surveillance Act

The U.S. Attomey General may authorize the employment of electronic
surveillance to obtain foreign intelligence information if he or she reasonably
determines that an emergency situation exists. As of November 1, 1999, the
criteria in 50 U.S.C. § 1805(¢) require that:

(a) The U.S. Attorney General or his or her designee must inform one
of the seven U.S. District Court judges having jurisdiction over foreign
intelligence surveillance activities as soon as possible; and

(b) A court order approving the electronic surveillance must be
obtained within 24 hours after the Attorney General’s authorization.

6.4 Future Statutory Changes

The foregoing descriptions of exigent circumstances permitting the initiation
of electronic surveillance without a court order arz based upon the Omnibus Crime
Control And Safe Streets Act of 1968 and the Electronic Communications Privacy
Actof 1986 (18 U.S.C. §§ 2510-20 and 3121-26), and the Foreign Intelligence
Surveillance Act (50 U.S.C. §§ 1801-11), as they existed on November 1, 1999.
Future changes in these statutes, or their judicial interpretation, may modify the
circumstances and requirements applicable to emergency situations.
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7.0 ACTIVATION AND IMPLEMENTATION OF AN ELECTRONIC
SURVEILLANCE

7.1 Review Credentials of Law Enforcement Official

Upon being presented with a court order or other legal authorization for the
activation and implementation of an interception of communications or access to
call-identifying information, the CALEA Compliance Manager or Assistant
CALEA Compliance Manager must confirm the identity of each of the law
enforcement official(s) presenting the authorization. He or she must request and
obtain: (a) the name of each requesting law enforcement official; (b) the name of
the law enforcement agency by which each requesting official is employed; (c) the
title or rank of each requesting official; and (d) the badge number or similar
identification number for each requesting official. The Manager or Assistant
Manager should request to photocopy the credentials for each official, and
promptly do so if permitted. If not permitted to make a photocopy, the Manager or
Assistant Manager must examine the credentials of each official, and prepare
legible, written notes of the foregoing information from such credentials. The
photocopy or notes must be attached to the Certification prepared and executed by
the Manager or Assistant Manager with respect to the surveillance (see Section 8).

7.2 Review of Court Order or Other Authorization

Once the identity of the law enforcement official(s) presenting the court order
or other authorization is confirmed, the CALEA Compliance Manager or Assistant
CALEA Compliance Manager must examine the court order or other authorization
itself, and determine if it is what it purports to be. As detailed in Section 5 above,
the Manager or Assistant Manager may not conduct his or her own investigation or
“judge-type” review of the validity of the authorization, but rather must make a
reasonable determination whether the authorization appears to be valid on its face.
This determination must be made on the basis of the inclusion or non-inclusion of
most or all of the elements required by statute to be included in authorizations for
the requested type of surveillance. The Manager or Assistant Manager should ask
to photocopy the court order or other authorization, and promptly do so if
permitted. If not permitted to make a photocopy, the Manager or Assistant
Manager must prepare legible, written notes containing the following information:
(a) the identity of the law enforcement official(s) presenting the court order or other
authorization; (b) the name of the person signing the court order or other
authorization; (c) the type of interception of communications or access to call
identifying information (e.g., Title III wiretap, pen register, trap and trace, Foreign
Intelligence Surveillance Act); (d) the telephone number(s) or circuit identification
numbers involved; and (e) the start date and time of the opening of the circuit for
law enforcement. The photocopy or notes must be attached to the Certification
prepared and executed by the Manager or Assistant Manager with respect to the
surveillance (see Section 8). In addition, photocopies or notes regarding any
extensions of the court order must be attached to that Certification.
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7.3 Special Additional Procedures for Exigent Circumstances

Where a law enforcement official is requesting to activate a surveillance

without a court order pursuant to a “special designation” from the U.S. Attorney
General, a Deputy or Associate U.S. Attorney General, or the principal local state
prosecuting attorney, the CALEA Compliance Manager or Assistant CALEA
Compliance Manager must also inspect the “special designation” document giving
the official the authority to do so. The Manager or Assistant Manager should
request to photocopy the “special designation” document, and promptly do so if
permitted. If the photocopy request is refused, the Manager or Assistant Manager
must prepare legible, written notes containing the following information: (a) the
date of the “special designation” document; (b) the name and title of the individual
executing the “special designation” document; (c) the name and title of official
receiving the “special designation,” (d) the specific, stated purpose of the “special
designation,” and (e) the specific, stated powers granted to the official under the
“special designation.” The photocopy or notes must be attached to the Certification
prepared and executed by the Manager or Assistant Manager with respect to the
surveillance (see Section 8). In addition, the Manager or Assistant Manager must:
(a) inquire from the official the reason for the emergency activation and
implementation of the surveillance without a court order, and determine whether
the stated reason constitutes one of the exigent circumstances applicable to the type
of surveillance requested (see Section 6 above); and (b) make arrangements to
review and terminate the surveillance if a court order is not requested or obtained
within the required time period for the type of surveillance (see Section 6 above).

7.4 Determination of Technical Feasibility

Once the existence of appropriate legal authorization has been determined,
the CALEA Compliance Manager or Assistant CALEA Compliance Manager must
determine whether the requested interception of communications or access to call-
identifying information can be implemented technically. This step includes a
determination by the Manager or Assistant Manager whether the court order or
other authorization is sufficiently and accurately detailed to enable Carrier to
comply with its terms. If the Manager or Assistant Manager cannot make this
determination on the basis of the information furnished in the authorization and of
his or her knowledge of the Carrier’s network and facilities, he or she may consult
first with the requesting law enforcement official(s), and then (if necessary) with
Carrier’s technical employees and/or Carrier’s switch vendor. In the latter
instances, the Manager or Assistant Manager must not disclose any information to
technical employees or vendor representatives that would compromise the security
of the requested wiretap, pen register, trap and trace, or other electronic
surveillance mechanism.

7.5 Actual Activation and Implementation of Surveillance

Once appropriate legal authorization and technical feasibility are established,
the CALEA Compliance Manager or Assistant CALEA Compliance Manager will
implement the requested interception of communications or access to call-
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order or other authorization, oras soon as possible thereafter. Ifﬂne Ag
Assistant Mianager is mot techmically capable of implementing or adnd:ng the

interception or access personally, he or she will directly supervise the performance
ofthenecessmytedmlﬁ..:hu:sbyoncofCamerstechmealaqirye&s In the
latter instance, the Manager or Assistant Manager will not disclose qmore
information than absolutely mecessary for the technical employee to perfiorm the
necessary functions, and will maintain the security of the requested wiretap, pen
register, trap and trace, or other dectronic surveillance mechanism.

17




8.0 PREPARATION AND EXECUTION OF CERTIFICATION

8.1 Same Day Preparation

The CALEA Compliance Manager or Assistant CALEA Compliance
Manager implementing and activating (or directly supervising the implementation
and activation of) an interception of communications or access to call-identifying
information must prepare and execute a Certification in the form attached as
Exhibit C before leaving the Carrier’s premises on the day that the interception or
access is implemented and activated.

8.2 Contents of the Certification

The required Certification must contain the following information: (a) the
identity of the law enforcement official presenting the court order or other
authorization; (b) the name of the person signing the court order or other
authorization; (c) the type of interception of communications or access to call-
identifying information (e.g., Title IlI wiretap, pen register, trap and trace, Foreign
Intelligence Surveillance Act); (d) the telephone number(s) or circuit identification
numbers involved; (e) the start date and time of the opening of the circuit for law
enforcement; and (f) the name of the senior officer or employee of the Carrier (i.e.,
the CALEA Compliance Manager or Assistant CALEA Compliance Manager) who
is responsible for overseeing the interception of communications or access to cai=
identifying information and who is acting in accordance with the Carrier policies
and procedures established to comply with Section 64.2103 of the FCC Rules.

8.3 Attachments to the Certification

The CALEA Compliance Manager or Assistant CALEA Compliance
Manager preparing the Certification must attach to it any photocopies obtained: (a)
of the credentials of the requesting law enforcement official(s); (b) of the court
order or other legal authorization; and (c) of any “special designation” document.
The Manager or Assistant Manager also must attach to the Certification any notes
prepared in lieu of, or in addition to, photocopies.

8.4 Execution of the Certification

The CALEA Compliance Manager or Assistant CALEA Compliance
Manager implementing and activating (or directly supervising the implementation
and activation of) the interception of communications or access to call-identifying
information must execute the Certification by signing it before leaving the Carrier’s
premises on the day that the interception or access is implemented and activated.
By his or her signature, the Manager or Assistant Manager is certifying for all
relevant legal purposes that the Certification record is complete and accurate.
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8.5 Security of Cesfification

The CALEA Compliance Manager will keep all completed and executed
Certifications in a secure, locked file or filing cabinet where they may be accessed
only by the CALEA Compliance Manager, If an Assistant CALEA Compliance
Manager is not able to furnish his or her completed and executed Certification
immediately to the CALEA Compliance Manager, he or she will keep the
Certification in a secure and locked drawer or file until such time as it can be
delivered to the CALEA Compliance Manager.

8.6 Review by CALEA Compliance Manager

The CALEA Compliance Manager will review all Certifications prepared and
executed by an Assistant CALEA Compliance Manager. The Manager is
responsible for investigating and resolving any problems or discrepancies with
regard to the implementation or activation of the interception of communications or
access to call-identifying information, or with regard to the preparation and
execution of the Cerxtification.
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9.0 SECURITY BREACHES AND UNAUTHORIZED SURVEILLANCE
9.1 Prevention of Security Breaches

The CALEA Compliance Manager is Carrier’s Primary Point of Contact with
law enforcement, and will be the only officer or employee of Carrier aware of the
details of most interceptions of communications or access to call-identifying
information. Only when the Manager is unavailable will an Assistant CALEA
Compliance Manager become involved as the Carrier’s Secondary Point of Contact
with law enforcement. No Carrier officer or employee not formally appointed as
CALEA Compliance Manager or an Assistant CALEA Compliance Manager may
have any substantive contact with law enforcement regarding interceptions of
communications or access to call-identifying information, and must refer any
inquiries or requests immediately to the Manager or (in his or her absence) an
Assistant Manager. The Manager or Assistant Manager may, on occasion, consult
with technical employees regarding technical feasibility, or supervise the actual
physical installation of intercepts or access by technical employees, but will not
disclose to them any information that is not absolutely necessary and that might
compromise the security of the interception or access. All Certification records are
kept in locked areas capable of being accessed only by the Manager.

9.2 Reporting of Security Breaches

Any officer or employee of Carrier (including an Assistant CALEA
Compliance Manager) who suspects for any reason that the security of a lawful
interception of communications or access to call-identifying information has been
compromised to unauthorized persons or entities must notify the CALEA
Compliance Manager as soon as possible (and no later than the same day). The
Manager will investigate the matter immediately, and determine whether there is
reason to believe that security was in fact compromised. If such reason exists, the
Manager will notify the Carrier’s Chairman of the Board and President, and will
report the suspected breach of security to the law enforcement agency that
requested the interception or access (unless this agency is believed to be involved
in the breach of security, in which case the Manager will report the suspected
breach of security to the Federal Bureau of Investigation or the U.S. Attorney
General). The Manager will complete the investigation and report any suspected
breach of security to the appropriate law enforcement agency as soon as possible,
and in no event more than five (5) business days after the matter was brought to the
Manager’s attention.

9.3 Unlawful Electronic Surveillance

Unlawful electronic surveillance may occur for a variety of reasons,
including: (a) the activation of interceptions or access by law enforcement without
the affirmative intervention of an authorized officer or employee of a Carrier
(including the intervention of an unauthorized officer or employee); (b) the
activation of interceptions or access on the basis of invalid court orders or other
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authorizations proffered by authorized or unauthorized law enforcement officials;
and (c) the activation of interceptions or access without court orders on the basis of
representations of exigent circumstances, and the subsequent failure of the

requesting law enforcement official to apply for or obtain a court order within the
required time period.

9.4 Reporting of Unlawful Electronic Surveillance

Any officer or employee of Carrier (including an Assistant CALEA
Compliance Manager) who suspects for any reason that an unlawful electronic
surveillance has occurred, or is occurring, on the Carrier’s premises must notify the
CALEA Compliance Manager as soon as possible (and no later than the same day).
The Manager will investigate the matter immediately, and determine whether there
is reason to believe that an unlawful electronic surveillance has in fact occurred, or
is occurring. If such reason exists, the Manager witl notify the Carrier’s Chairman
of the Board and President, and will report the suspected unlawful electronic
surveillance to the Federal Bureau of Investigation (unless it is clear that a state or
local law enforcement agency has jurisdiction over the matter). The Manager will
complete the investigation and report any suspected unlawful electronic
surveillance to the appropriate law enforcement agency as soon as possible, and in
no event more than five (5) business days after the matter was brought to the
Manager’s attention.
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10.0 RETENTION OF RECORDS

10.1 Retained Records

The only records retained by Carner regarding interceptions of
communications and access to call-identifying information are the completed and
executed Certifications described in Section 8 and Exhibit C.

10.2 Security of Records

The CALEA Compliance Manager will keep all completed and executed

Certifications in a secure, locked file or filing cabinet where they can be accessed
only by the CALEA Compliance Manager.

10.3 Retention Period

Completed and executed Certifications will be retained by the Carrier for a

period of ten (10) years after the termination of the surveillance for which they
were prepared.
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EXHIBIT A

WOOLSTOCK MUTUAL TELEPHONE ASSN.

A

PRIMARY AND SECONDARY POINTS OF CONTACT

CALEA Compliance Manager

And Primary Point of Contact
Business
Position Telephone No.
Iowa Network 515-830-0440

Services, Inc.

Assistant CALEA Compliance Managers
And Secondary Points of Contact

Business
Position Telephone No.
Jack Blair 515-839-5571

Chris Simmons 515-839-9612
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EXHIBIT B

APPOINTMENT FORM

On behalf of Woolstock Mutual Telephone Assn., Jack Blair, is hereby appointed
as its CALEA Compliance Manager [OR: Assistant CALEA Compliance Manager] for a
period of time commencing on February 14th, 2007, and extending indefinitely until
terminated by a separate future action that will be noted at the bottom of this
Appointment Form.

The job function of CALEA Compliance Manager [Assistant Compliance Manager] is
fully described in Section 3.0 of the Company’s CALEA Compliance Policies and
Procedures. It includes serving as the Point of Contact with law enforcement regarding
wiretaps, pen registers, traps and traces, and other electronic surveillance activities;
reviewing court orders and other authorizations for such activities; installing and
activating properly authorized surveillance measures; remaining familiar with relevant
federal and state statutes regarding authorization of electronic surveillance measures
(including those involving exigent circumstances); reporting unauthorized activities and
security breaches promptly to law enforcement; and preparing and retaining an
appropriate certification record for each electronic surveillance.

The Appointee is aware that Communications Assistance for Law Enforcement Act
compliance activities may occur only sporadically, and that no CALEA requests may be
made by law enforcement for months or years at a time. However, when a CALEA
request is made, it is likely to have very serious repercussions for the lives and safety of
the public, as well as for the privacy rights of certain individuals or groups.

This APPOINTMENT is made this, 14th day of February, 2007.

ob d .
'Tﬁi : ri:ve B Greanl)y, o0ece

Signaturé ° Title: Board President

This APPOINTMENT is accepted this 14th day of February, 2007.
Jack Blair

2T — THEX [ L5LA/R
/ Signature ‘ Title: General Manager
This APPOINTMENT is terminated this day of , 200 s
such termination to be effective as of the day of , 200
Signature Title [Office Held]
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EXHIBIT C

Woolstock Mutual Telephone Assn. -
227 W. Herman St.

Woolstock, Iowa 50599
515-839-5571 office

CERTIFICATION

1, Jack Blair, hereby certify that I have been duly authorized to serve as the
[CALEA Compliance Manager/Assistant CALEA Compliance Manager] of Woolstock
Mutual Telephone Assn. and in that position have assisted law enforcement in the
implementation and activation of the identified interception of communications or access
to call-identifying information:

1. Identity of Law Enforcement Officer(s)
Presenting the Appropriate Legal
Authorization:

B USRI

2.  Name of Person Signing the Appropriate
Legal Authorization:

3. Type of Interception or Access (Title III
wiretap, pen register, trap and trace, FISA
surveillance):

4.  Telephone number(s) and/or circuit
identification numbers involved:

3.  Start date:
6. Time of the opening of the circuit for law
enforcement:

7.  Officer or employee responsible for oversight
and compliance with Company policies and
FCC rules:

I have attached photocopies and/or notes regarding the court order or other legal
authorization (including any extensions), the identification of the law enforcement officer
presenting the authorization, and any exigent circumstances.

By my signature, I certify that [ have overseen the interception of communications or

access to call-identifying information described above, and that this Certification is
complete and accurate,

Signed: Date:
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(12) “Electronic communication” means any transfer of signs, signals, writing, images, s'o%lds, data, or intelligence of
any nature transmitted in whole or in part by a wire, radio, electromagnetic, photo elecirenic or photo optical
system that affects interstate or foreign commerce, but does not include-

(A} any wire or oral communication;,

{B) any communication made through a tone-only paging device;

(C) any communication from a tracking device (as defined in section 3117 of this txtle) or

(D) electronic funds transfer information stored by a financial institution in a communications system used for
the electronic storage and transfer of funds;

(13) “User” means any person or entity who-

(A) uses an electronic communication service; and
(B) is duly authorized by the provider of such service to engage in such use;

(14) “Electronic communications system™ means any wire, radio, electromagnetic, photo optical or photo electronic
facilities for the transmission of electronic communications, and any computer facilities or related electronic
equipment for the electronic storage of such communications;

(15) “Electronic communication service” means any service which provides to users thereof the ability to send or
receive wire or electronic communications;

(16) “Readily accessible to the general public” means, with respect to a radio communication, that such
communication is not-

(A) scrambled or encrypted;

(B) transmitted using modulation techniques whose essential parameters have been withheld from the public
with the intention of preserving the privacy of such communication;

(C) carried on a subcarrier or other signal subsidiary to a radio transmission;

(D) transmitted over a communication system provided by a common carrier, unless the communication is a tone
only paging system communication; or

(E) transmitted on frequencies allocated under part 25, subpart D, E, or F of part 74, or part 94 of the Rules of
the Federal Communications Commission, unless, in the case of a communication transmitted on a frequency
allocated under part 74 that is not exclusively allocated to broadcast auxiliary services, the communication is
a two-way voice communication by radio;

(F) [Repealed. Pub. L. 104-132, Title VII, S 731(2)(C), Apr. 24, 1996, 110 Stat. 1303]

(17) “Electronic storage” means-

(A) any temporary, intermediate storage of a wire or electronic communication incidental to the electronic
transmission thereof; and
(B) any storage of such communication by an electronic communication service for purposes of backup
protection of such communication; and
(18) “Aural transfer” means a transfer containing the human voice at any point between and including the point of
origin and the point of reception.

Section 2511. Interception and disclosure of wire, oral, or electronic communications prohibited

(1)  Except as otherwise specifically provided in this chapter any person who-
(a) intentionally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to
intercept, any wire, oral, or electronic communication;
(b) intentionally uses, endeavors to use, or procures any other person to use or endeavor to use any electronic,
mechanical, or other device to intercept any oral communication when-

(i) such device is affixed to, or otherwise transmits a signal through, a wire, cable, or other like
connection used in wire communication; or
(ii) such device transmits communications by radio, or interferes with the transmission of such

communication; or
(iii) such person knows, or has reason to know, that such device or any component thereof has been
sent through the mail or transported in interstate or foreign commerce; or
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(2)(a)

@iv) such use or endeavor to use (A) tikes place on the premises of any business or other commercial
establishment the operations of which affect interstate or foreign commerce; ot (B) obtains or is

for the purpose of obtaining information relating to the operations of any business or other
commercial establishment the operations of which affect interstate or foreign commerce; or

) such person acts in the District of Columbia, the Commonwealth of Puerto Rico, or any territory
or possession of the United States;

intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral, or
electronic communication, knowing or having reason to know that the information was obtained through the
interception of a wire, oral, or electronic communication in violation of this subsection;

intentionally uses, or endeavors to use, the contents of any wire, oral, or electronic communication, knowing
ot having reason to know that the information was obtained through the interception of a wire, oral, or
electronic communication in violation of this subsection; or

@) intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral,
or electronic communication, intercepted by means authorized by sections 251 1(2){a)(ii),
2511(2)(b) to (c), 2511(2){e), 2516, and 2518 of this chapter,

(ii) knowing or having reason to know that the information was obtained through the interception of
such a communication in connection with a criminal investigation,

(iii) having obtained or received the information in connection with a criminal investigation, and

(iv) with intent to improperly obstruct, impede, or interfere with a duly authorized criminal
investigation, shall be punished as provided in subsection (4) or shall be subject to suit as
provided in subsection (5).

() It shall not be uniawful under this chapter for an operator of a switchboard, or an officer,
employee, or agent of a provider of wire or electronic communication service, whose facilities are
used in the transmission of a wire or electronic communication, to intercept, disclose, or use that
communication in the normal course of his employment while engaged in any activity which is a
necessary incident to the rendition of his service or to the protection of the rights or property of
the provider of that service, except that a provider of wire communication service to the public
shall not utilize service observing or random monitoring except for mechanical or service quality
control checks.

(ii) Notwithstanding any other law, providers of wire or electronic communication service, their
officers, employees, and agents, landlords, custodians, or other persons, are authorized to provide
information, facilities, or technical assistance to persons authorized by law to intercept wire, oral,
or electronic communications or to conduct electronic surveillance, as defined in section 101 of
the Foreign Intelligence Surveillance Act of 1978, if such provider, its officers, employees, or
agents, landlord, custodian, or other specified person, has been provided with-

{A) a court order directing such assistance signed by the authorizing judge, or

(B) a certification in writing by a person specified in section 2518(7) of this title or the
Attorney General of the United States that no warrant or court order is required by law, that
all statutory requirements have been met, and that the specified assistance is required,
setting forth the period of time during which the provision of the information, facilities, or
technical assistance is authorized and specifying the information, facilities, or technical
assistance required. No provider of wire or electronic communication service, officer,
employee, or agent thereof, or landlord, custodian, or other specified person shall disclose
the existence of any interception or surveillance or the device used to accomplish the
interception or surveillance with respect to which the person has been furnished a court
order or certification under this chapter, except as may otherwise be required by legal
process and then only after prior notification to the Attorney General or to the principal
prosecuting attorney of a State or any political subdivision of a State, as may be
appropriate. Any such disclosure, shall render such person liable for the civil damages
provided for in section 2520. No cause of action shall lie in any court against any provider
of wire or electronic communication service, its officers, employees, or agents, landlord,
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custodian, or other specified person for providing information, facilities, or assistance in
accordance with the terms of a court order or certification under this chapter.

(b) It shall not be unlawful under this chapter for an officer, employee, or agent of the Federal Communications
Commission, in the normal course of his employment and in discharge of the monitoring responsibilities
exercised by the Commission in the enforcement of chapter 5 of title 47 of the United States Code, to intercept
a wire or electronic communication, or oral communication transmitted by radio, or to disclose or use the
information thereby obtained.

(c) It shall not be unlawful under this chapter for a person acting under color of law to intercept a wire, oral, or
electronic communication, where such person is a party to the communication or one of the parties to the
communication has given prior consent to such interception.

{d) It shall not be unlawful under this chapter for a person not acting under color of law to intercept a wire, oral, or
electronic communication where such person is a party to the communication or where one of the parties to the
communication has given prior consent to such interception unless such communication is intercepted for the
purpose of committing any criminal or tortious act in violation of the Constitution or laws of the United States
or of any State.

(e) Notwithstanding any other provision of this title or section 705 or 706 of the Communications Act of 1934, it
shall not be unlawful for an officer, employee, or agent of the United States in the normal course of his official
duty to conduct electronic surveillance, as defined in section 101 of the Foreign Intelligence Surveillance Act
of 1978, as authorized by that Act.

(f) Nothing contained in this chapter or chapter 121, or section 705 of the Communications Act of 1934, shall be
deemed to affect the acquisition by the United States Government of foreign intelligence information from
international or foreign communications, or foreign intelligence activities conducted in accordance with
otherwise applicable Federal law involving a foreign electronic communications system, utilizing a means
other than electronic surveillance as defined in section 101 of the Foreign Intelligence Surveillance Act of
1978, and procedures in this chapter and the Foreign Intelligence Surveillance Act of 1978 shall be the
exclusive means by which electronic surveillance, as defined in section 101 of such Act, and the interception
of domestic wire and oral communications may be conducted.

(g) It shall not be unlawful under this chapter or chapter 121 of this title for any person-

(i) tointercept or access an electronic communication made through an electronic communication
system that is configured so that such electronic communication is readily accessible to the general
public;

(ii) to intercept any radio communication which is transmitted-

{I) by any station for the use of the general public, or that relates to ships, aircraft, vehicles, or
persons in distress;

(IT) by any governmental, law enforcement, civil defense, private land mobile, or public safety
communications system, including police and fire, readily accessible to the general public;

(IIT} by a station operating on an authorized frequency within the bands allocated to the amateur,
citizens band, or general mobile radio services; or

(IV}) by any marine or aeronautical communications system;

(iii) to engage in any conduct which

(I) is prohibited by section 633 of the Communications Act of 1934; or

(I)  is excepted from the application of section 705(a) of the Communications Act of 1934 by
section 705(b) of that Act;

(iv) to intercept any wire or electronic communication the transmission of which is causing harmfut
interference to any lawfully operating station or consumer electronic equipment, to the extent
necessary to identify the source of such interference; or

(v) for other users of the same frequency to intercept any radio communication made through a system
that utilizes frequencies monitored by individuals engaged in the provision or the use of such
system, if such communication is not scrambled or encrypted.
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It shall not be unlawful under this chapter-
@  touseapentegister or atrap and trace device (as those terms are defined for the purposes of
chapter 206 (relating to pen registers and trap and trace devices) of this title); or
(ii) for a provider of electronic communication service to record the fact that a wire or electronic
communication was initiated or completed in order to protect such provider, another provider

furnishing service toward the completion of the wire or electronic communication, or a user of
that service, from fraudulent, unlawful or abusive use of such service.

Except as provided in paragraph (b) of this subsection, a person or entity providing an electronic

communication service to the public shall not intentionally divulge the contents of any communication

(other than one to such person or entity, or an agent thereof) while in transmission on that service to any

person or entity other than an addressee or intended recipient of such communication or an agent of such

addressee or intended recipient.

A person or entity providing electronic communication service to the public may divulge the contents of

any such communication-

(i) as otherwise authorized in section 2511(2)(a) or 2517 of this title;

(i)  with the lawful consent of the originator or any addressee or intended recipient of such
communication;

{(iii)  to a person employed or authorized, or whose facilities are used, to forward such communication
to its destination; or

(iv)  which were inadvertently obtained by the service provider and which appear to pertain to the
commission of a crime, if such divulgence is made to a law enforcement agency.

(4) (a) Except as provided in paragraph (b) of this subsection or in subsection (5), whoever violates subsection

(1) of this section shall be fined under this title or imprisoned not more than five years, or both.

If the offense is a first offense under paragraph (a) of this subsection and is not for a tortious or illegal

purpose or for purposes of direct or indirect commercial advantage or private commercial gain, and the

wire or electronic communication with respect to which the offense under paragraph (a) is a radio
communication that is not scrambled, encrypted, or transmitted using modulation techniques the essential
parameters of which have been withheld from the public with the intention of preserving the privacy of
such communication, then-

(1) if the communication is not the radio portion of a cellular telephone communication, a cordless
telephone communication that is transmitted between the cordless telephone handset and the base
unit, a public land mobile radio service communication or a paging service communication, and
the conduct is not that described in subsection (5), the offender shall be fined under this title or
imprisoned not more than one year, or both; and

(ii)  if the communication is the radio portion of a cellular telephone communication, a cordless
telephone communication that is transmitted between the cordless telephone handset and the base
unit, a public land mobile radio service communication or a paging service communication, the
offender shall be fined under this title.

Conduct otherwise an offense under this subsection that consists of or relates to the interception of a

satellite transmission that is not encrypted or scrambled and that is transmitted-

(i) to a broadcasting station for purposes of retransmission to the general public; or

(ii) as an audio subcarrier intended for redistribution to facilities open to the public, but not including

data transmissions or telephone calls, is not an offense under this subsection unless the conduct is
for the purposes of direct or indirect commercial advantage or private financial gain.

(5)(a) (i) If the communication is-

(A) aprivate satellite video communication that is not scrambled or encrypted and the conduct in
violation of this chapter is the private viewing of that communication and is not for a tortious
or illegal purpose or for purposes of direct or indirect commercial advantage or private
commercial gain; or
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(B) aradio communication that is transmitted on frequencies allocated under subpart D of part 74 of
the rules of the Federal Communications Commission that is not scrambled or encrypted and the
conduct in violation of this chapter is not for a tortious or illegal purpose or for purposes of direct
or indirect commercial advantage o private commercial gain, then the person who engages in such
conduct shall be subject to suit by the Federal Government in a court of competent jurisdiction.

(il)  In an action under this subsection-

(A) if the violation of this chapter is a first offense for the person under paragraph (a) of subsection
(4) and such person has not been found liable in a civil action under section 2520 of this title, the
Federal Government shall be entitled to appropriate injunctive relief; and

(B) if the violation of this chapter is a second or subsequent offense under paragraph (a) of
subsection (4) or such person has been found liable in any prior civil action under section 2520,
the person shall be subject to a mandatory $500 civil fine.

(c) The court may use any means within its authority to enforce an injunction issued under paragraph (ii)(A), and

shall impose a civil fine of not less than $500 for each violation of such an injunction.

Section 2512. Manufacture, distribution, possession, and advertising of wire, oral, or electronic communication
intercepting devices prohibited

]

2)

Except as otherwise specifically provided in this chapter, any person who intentionaily-

(@)

(b)

(©

sends through the mail, or sends or carries in interstate or foreign commerce, any electronic, mechanical, or
other device, knowing or having reason to know that the design of such device renders it primarily useful
for the purpose of the surreptitious interception of wire, oral, or electronic communications;

manufactures, assembles, possesses, or sells any electronic, mechanical, or other device, knowing or having
reason to know that the design of such device renders it primarily useful for the purpose of the surreptitious
interception of wire, oral, or electronic communications, and that such device or any component thereof has
been or will be sent through the mail or transported in interstate or foreign commerce; or

places in any newspaper, magazine, handbill, or other publication any advertisement of-

(i)  any electronic, mechanical, or other device knowing or having reason to know that the design of such

device renders it primarily useful for the purpose of the surreptitious interception of wire, oral, or
electronic communications; or

(i)  any other electronic, mechanical, or other device, where such advertisement promotes the use of such

device for the purpose of the surreptitious interception of wire, oral, or electronic communications,
knowing or having reason to know that such advertisement will be sent through the mail or transported
in interstate or foreign commerce,

shall be fined under this title or imprisoned not more than five years, or both.

It shall not be unlawful under this section for

(a)

(b)

a provider of wire or electronic communication service or an officer, agent, or employee of, or a person
under contract with, such a provider, in the normal course of the business of providing that wire or
electronic communication service, or

an officer, agent, or employee of, or a person under contract with, the United States, a State, or a political
subdivision thereof, in the normal course of the activities of the United States, a State, or a political subdivision
thereof, to send through the mail, send or carry in interstate or foreign commerce, or manufacture, assembie,
possess, or sell any electronic, mechanical, or other device knowing or having reason to know that the design of
such device renders it primarily useful for the purpose of the surreptitious interception of wire, oral, or electronic
communications.

It shall not be unlawful under this section to advertise for sale a device described in subsection (1) of this
section if the advertisement is mailed, sent, or carried in interstate or foreign commerce solely to a domestic
provider of wire or electronic communication service or to an agency of the United States, a State, or a political
subdivision thereof which is duly authorized to use such device.
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Section 2513. Coafiscation of wire, oral, or electronic communication intercepting devices

Any electronic, mechanical, or other device used, sent, carried, manufactured, assembled, possessed, sold, or advertised
in violation of section 2511 or section 2512 of this chapter may be seized and forfeited to the United States. All
provisions of law relatng to (1) the seizure, summary and judicial forfeiture, and condemnation of vessels, vehicles,
merchandise, and baggage for violations of the customs laws contained in title 19 of the United States Code, (2) the
disposition of such vessels, vehicles, merchandise, and baggage or the proceeds from the sale thereof, (3) the remission
or mitigation of soch forfeiture, (4) the compromise of claims, and (5) the award of compensation to informers in
respect of such forfestures, shall apply to seizures and forfeitures incurred, or alleged to have been incurred, under the
provisions of this section, insofar as applicable and not inconsistent with the provisions of this section; except that such
duties as are imposed upon the collector of customs or any other person with respect to the seizure and forfeiture of
vessels, vehicles, merchandise, and baggage under the provisions of the customs laws contained in title 19 of the
United States Code shall be performed with respect to seizure and forfeiture of electronic, mechanical, or other
intercepting devices under this section by such officers, agents. or other persons as may be authorized or designated for
that purpose by the Anorney General.

Section 2515. Prohibition of use as evidence of intercepted wire or oral communications

Whenever any wire or oral communication has been intercepted. no par of the contents of such communication and no
evidence derived therefrom may be received in evidence in any trial, hearing, or other proceeding in or before any
court, grand jury. deparmment, officer, agency, regulatory body. legislative committee, or other authority of the United
States, a State, or a political subdivision thereof if the disclosure of that information would be in violation of this
chapter.

Section 2516. Anthorization for interception of wire, oral, or electronic communications

(1) The Attormev General, Deputy Attorney General, Associate Attorney General, or any Assistant Attorney
General. azv acting Assistant Attorney General, or anyv Deputy Assistant Attorney General or acting Deputy
Assistant Aromey General in the Criminal Division specially designated by the Attorney General, may
authorize an application to a Federal judge of competent jurisdiction for, and such judge may grant in
conformity with section 2518 of this chapter an order authorizing or approving the interception of wire or oral
communications by the Federal Bureau of Investigation. or a Federal agency having responsibility for the
investigadon of the offense as to which the application is made. when such interception may provide or has
provided evidence of-

(a) az=y offense punishable by death or by imprisonment for more than one year under sections 2274
terongh 2277 of title 42 of the United States Code (relating to the enforcement of the Atomic Energy
Act of 1954), section 2284 of title 42 of the Urnited States Code (relating to sabotage of nuclear
factiites or fuel), or under the following chapters of this title: chapter 37 (relating to espionage),
czapter 105 (relating to sabotage), chapter 113 (relaring to treason), chapter 102 (relating to riots)
chapter 65 (relating to malicious mischief). chapter 111 (relating to destruction of vessels), or chapter
&1 (relating to piracy);

(b) a viclation of section 186 or section 501(c) of utle 29. United States Code (dealing with restrictions on
payments and loans to labor organizations), or any offense which involves murder, kidnapping,
robbery, or extortion, and which is punishable under this ntle;

(¢) amy offense which is punishable under the following sections of this title: section 201 (bribery of
pablic officials and witnesses), section 215 (relating to bribery of bank officials), section 224 (bribery
in sporting contests), subsection (d), (), (f), (g). (h). or (i) of section 844 (unlawful use of explosives),
secoon 1032 (relating to concealment of assets), section 1084 (transmission of wagering information),
section 751 (relating to escape), section 1014 (relating to loans and credit applications generally;
repewals and discounts), sections 1503, 1512, and 1513 (influencing or injuring an officer, juror, or
witness generally), section 1510 (obstruction of criminal investigations), section 1511 (obstruction of
Szate or local law enforcement), section 1751 (Presidential and Presidential staff assassination,
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kidnapping, and assault), section 1951 (interference with commerce by threats or violence), section
1952 (interstate and foreign travel or trangportation in aid of racketeering enterprises), section 1958
(relating to use of interstate commerce facilities in the commission of murder for hire}), section 1959

(relating to violent crimes in aid of racketeering activity), section 1954 (offer, acceptance, of

solicitation to influence operations of employee benefit plan), section 1955 (prohibition of business
enterprises of gambling), section 1956 (laundering of monetary instruments), section 1957 (relating to
engaging in monetary transactions in property derived from specified unlawful activity), section 659
(theft from interstate shipment), section 664 (embezzlement from pension and welfare funds), section
1343 (fraud by wire, radio, or television), section 1344 (relating to bank fraud), sections 2251 and
2252 (sexual exploitation of children), sections 2312, 2313, 2314, and 2315 (interstate transportation
of stolen property), section 2321 (relating to trafficking in certain motor vehicles or motor vehicle
parts), section 1203 (relating to hostage taking), section 1029 (relating to fraud and related activity in
connection with access devices), section 3146 (relating to penalty for failure to appear), section
3521(b)3) (relating to witness relocation and assistance), section 32 (relating to destruction of aircraft
or aircraft facilities), section 1963 (violations with respect to racketeer influenced and corrupt
organizations), section 115 (relating to threatening or retaliating against a Federal official), and section
1341 (relating to mail fraud), section 351 (violations) with respect to congressional, Cabinet, or
Supreme Court assassinations, kidnapping, and assault), section 831 (relating to prohibited transactions
involving nuclear materials), section 33 (relating to destruction of motor vehicles or motor vehicle
facilities), section 175 (relating to biological weapons), section 1992 (relating to wrecking trains), a
felony violation of section 1028 (relating to production of false identification documentation), section
1425 (relating to the procurement of citizenship or nationalization unlawfully), section 1426 (relating
to the reproduction of naturalization or citizenship papers), section 1427 (relating to the sale of
naturalization or citizenship papers), section 1541 (relating to passport issuance without authority),
section 1542 (relating to false statements in passport applications), section 1543 (relating to forgery or
false use of passports), section 1544 (relating to misuse of passports), or section 1546 (relating to fraud
and misuse of visas, permits, and other documents);

any offense involving counterfeiting punishable under section 471,472, or 473 of this title;

any offense involving fraud connected with a case under title 11 or the manufacture, importation,
receiving, concealment, buying, selling, or otherwise dealing in narcotic drugs, marihuana, or other
dangerous drugs, punishable under any law of the United States;

any offense including extortionate credit transactions under sections 892, 893, or 894 of this title;

a violation of section 5322 of'title 31, United States Code (dealing with the reporting of currency
transactions);

any felony violation of sections 2511 and 2512 (relating to interception and disclosure of certain
communications and to certain intercepting devices) of this title;

any felony violation of chapter 71 (relating to obscenity) of this title;

any violation of section 60123(b) {relating to destruction of a natural gas pipeiine) or section 46502
(relating to aircraft piracy) of title 49;

any criminal violation of section 2778 of title 22 (relating to the Arms Export Control Act);

the location of any fugitive from justice from an offense described in this section;

a violation of section 274, 277, or 278 of the Immigration and Nationality Act (8 U.S.C. 1324, 1327, or
1328) (relating to the smuggling of aliens);

any felony violation of sections 922 and 924 of title 18, United States Code (relating to firearms);

any violation of section 5861 of the Internal Revenue Code of 1986 (relating to firearms);

a felony violation of section 1028 (relating to production of false identification documents), section
1542 (relating to false statements in passport applications), section 1546 (relating to fraud and misuse
of visas, permits, and other documents) of this title or a violation of section 274, 277, or 278 of the
Immigration and Nationality Act (relating to the smuggling of aliens);

any conspiracy to commit any offense described in any subparagraph of this paragraph.

The principal prosecuting attorney of any State, or the principal prosecuting attorney of any political subdivision
thereof, if such attorney is authorized by a statute of that State to make application to a State court judge of
competent jurisdiction for. an order authorizing or approving the interception of wire, oral, or electronic
communications, may apply to such judge for, and such judge may grant in conformity with section 2518 of this
chapter and with the applicable State statute an order authorizing, or approving the interception of wire, oral, or
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electronic communications by investigative or law enforcement officers having responsibility for the
investigation of the offense as to which the application is made, when such interception may provide or has

provided evidence of the commission of the offense of murder, kidnapping, gambling, robbery, bribery, extortion,
or dealing in narcotic drugs, marijuana or other dangerous dmgs, ot ofher cnme dzmgemus 10 Yﬁe, Ynnb, or
property, and punishable by imprisonment for more than one year, designated in any applicable State statute
authorizing such interception, or any conspiracy to commit any of the foregoing offenses.

Any attorney for the Government (as such term is defined for the purposes of the Federal Rules of Criminal
Procedure) may authorize an application to a Federal judge of competent jurisdiction for, and such judge may
grant, in conformity with section 2518 of this title, an order authorizing or approving the interception of
electronic communications by an investigative or law enforcement officer having responsibility for the

investigation of the offense as to which the application is made, when such interception may provide or has
provided evidence of any Federal felony.

Section 2517, Authorization for disclosure and use of intercepted wire, oral, or electronic communications

(M

@)

(3)

)
(5)

Any investigative or law enforcement officer who, by any means authorized by this chapter, has obtained
knowledge of the contents of any wire, oral, or electronic communication, or evidence derived therefrom, may
disclose such contents to another investigative or law enforcement officer to the extent that such disclosure is
appropriate to the proper performance of the official duties of the officer making or receiving the disclosure.
Any investigative or law enforcement officer who, by any means authorized by this chapter, has obtained
knowledge of the contents of any wire, oral, or electronic communication or evidence derived therefrom may use
such contents to the extent such use is appropriate to the proper performance of his official duties.

Any person who has received, by any means authorized by this chapter, any information concerning a wire, oral,
or electronic communication, or evidence derived therefrom intercepted in accordance with the provisions of this
chapter may disclose the contents of that communication or such derivative evidence while giving testimony
under oath or affirmation in any proceeding held under the authority of the United States or of any State or
political subdivision thereof.

No otherwise privileged wire, oral, or electronic communication intercepted in accordance with, or in violation
of, the provisions of this chapter shall lose its privileged character.

When an investigative or law enforcement officer, while engaged in intercepting wire, oral, or electronic
communications in the manner authorized herein, intercepts wire, oral, or electronic communications relating to
offenses other than those specified in the order of authorization or approval, the contents thereof, and evidence
derived therefrom, may be disclosed or used as provided in subsections (1) and (2) of this section. Such contents
and any evidence derived therefrom may be used under subsection (3} of this section when authorized or
approved by a judge of competent jurisdiction where such judge finds on subsequent application that the contents
were otherwise intercepted in accordance with the provisions of this chapter. Such application shall be made as
soon as practicable.

Section 2518. Procedure for interception of wire, oral, or electronic communications

(1) Each application for an order authorizing or approving the interception of a wire, oral, or electronic

communication under this chapter shall be made in writing upon oath or affirmation to a judge of competent
Jjurisdiction and shall state the applicant’s authority to make such application. Each application shall include the
following information:

(a) the identity of the investigative or law enforcement officer making the application, and the officer
authorizing the application;
(b) a full and complete statement of the facts and circumstances relied upon by the applicant, to justify his

belief that an order should be issued, including (i) details as to the particular offense that has been, is
being, or is about to be committed, (ii) except as provided in subsection (11), a particular description of
the nature and location of the facilities from which or the place where the communication is to be
intercepted, (iii) a particular description of the type of communications sought to be intercepted, (iv) the
identity of the person, if known, committing the offense and whose communications are to be
intercepted;
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{¢)  afull and complete statement as to whether or not othet investigative procedures have been tried and
failed or why they reasonably appear to be unlikely to succeed if tried or to be too dangerous,

(d)  astatement of the period of time for which the interception is required to be maintained. If the nature of
the investigation is such that the authorization for interception should not automatically terminate when
the described type of communication has been first obtained, a particular description of facts establishing
probable cause to believe that additional communications of the same type will occur thereafter;

(e)  afull and complete statement of the facts concerning all previous applications known to the individual
authorizing and making the application, made to any judge for authorization to intercept, or for approval
of interceptions of, wire, oral, or electronic communications involving any of the same persons, facilities
or places specified in the application, and the action taken by the judge on each such application; and

(f)  where the application is for the extension of an order, a statement setting forth the results thus far obtained
from the interception, or a reasonable explanation of the failure to obtain such results.

(2) The judge may require the applicant to furnish additional testimony or documentary evidence in support of the

(3)

(4)

application.

Upon such application the judge may enter an ex pane order, as requested or as modified, authorizing or

approving interception of wire, oral, or electronic communications within the territorial jurisdiction of the court

in which the judge is sitting (and outside that jurisdiction but within the United States in the case of a mobile
interception device authorized by a Federal court within such jurisdiction), if the judge determines on the basis of
the facts submitted by the applicant that-

(a) there is probable cause for belief that an individual is committing, has committed, or is about to commit a
particular offense enumerated in section 2516 of this chapter;

(b}  there is probable cause for belief that particular communications concerning that offense will be obtained
through such interception;

(c)  normal investigative procedures have been tried and have failed or reasonably appear to be unlikely to
succeed if tried or to be too dangerous;

{(d)  except as provided in subsection (11), there is probable cause for belief that the facilities from which, or
the place where, the wire, oral, or electronic communications are to be intercepted are being used, or are
about to be used, in connection with the commission of such offense, or are leased to, listed in the name
of, or commonly used by such person.

Each order authorizing or approving the interception of any wire, oral, or electronic communication under this

chapter shall specify-

{a) the identity of the person, if known, whose communications are to be intercepted;

(b) the nature and location of the communications facilities as to which, or the place where, autherity to
intercept is granted;

(c)  aparticular description of the type of communication sought to be intercepted, and a statement of the
particular offense to which it relates;

(d)  theidentity of the agency authorized to intercept the communications, and of the person authorizing the
application; and

(e)  the period of time during which such interception is authorized, including a statement as to whether or not
the interception shall automatically terminate when the described communication has been first obtained.

An order authorizing the interception of a wire, oral, or electronic communication under this chapter shall, upon request
of the applicant, direct that a provider of wire or electronic communication service, landlord, custodian or other person
shall furnish the applicant forthwith all information, facilities, and technical assistance necessary to accomplish the
interception unobtrusively and with a minimum of interference with the services that such service provider, tandlord,
custodian, or person is according the person whose communications are to be intercepted. Any provider of wire or
electronic communication service, landlord, custodian or other person fumnishing such facilities or technical assistance
shall be compensated therefore by the applicant for reasonable expenses incurred in providing such facilities or
assistance. Pursuant to section 2522 of this chapter, an order may also be issued to enforce the assistance capability and
capacity requirements under the Communications Assistance for Law Enforcement Act.

)

No order entered under this section may authorize or approve the interception of any wire, oral, or electronic
communication for any period longer than is necessary to achieve the objective of the authorization, nor in any
event longer than thirty days. Such thirty-day period begins on the earlier of the day on which the investigative or
law enforcement officer first begins to conduct an interception under the order or ten days after the order is
entered. Extensions of an order may be granted, but only upon application for an extension made in accordance
with subsection (1) of this section and the court making the findings required by subsection (3) of this section.
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The period of extension shall be no longer thari the authorizing judge deems necessary to achieve the purposes for
which it was granted and in no event for longer than thirty days. Every order and extension thereof shall contain a
provision that the authorization to intercept shall be executed as soon as practicable, shall be conducted in such a

way 23 to minimize the interception of communications not otherwise subject to interception under this chapter,
and must terminate upon attainment of the authorized objective, or in any event in thirty days. In the event the
intercepted communication is in a code or foreign language, and an expert in that foreign language or code is not
reasonably available during the interception period, minimization may be accomplished as soon as practicable
after such interception. An interception under this chapter may be conducted in whole or in part by Government
personnel, or by an individual operating under a contract with the Government, acting under the supervision of an
investigative or law enforcement officer authorized to conduct the interception.

Whenever an order authorizing interception is entered pursuant to this chapter, the order may require reports to be

made to the judge who issued the order showing what progress has been made toward achievement of the

authorized objective and the need for continued interception. Such reports shall be made at such intervals as the

judge may require.

Notwithstanding any other provision of this chapter, any investigative or law enforcement officer, specially

designated by the Attorney General, the Deputy Attomey General, the Associate Attorney General or by the

principal prosecuting attorney of any State or subdivision thereof acting pursuant to a statute of that State, who

reasonably determines that

(a) an emergency situation exists that involves-

(i) immediate danger of death or serious physical injury to any person,

(ii) conspiratorial activities threatening the national security interest, or

(iif) conspiratorial activities characteristic of organized crime, that requires a wire, oral, or electronic
communication to be intercepted before an order authorizing such interception can, with due
diligence, be obtained, and

{b) there are grounds upon which an order could be entered under this chapter to authorize such interception,
may intercept such wire, oral, or electronic communication if an application for an order approving the
interception is made in accordance with this section within forty-eight hours after the interception has
occurred, or begins to occur. In the absence of an order, such interception shall immediately terminate
when the communication sought is obtained or when the application for the order is denied, whichever is
earlier. In the event such application for approval is denied, or in any other case where the interception is
terminated without an order having been issued, the contents of any wire, oral, or electronic communication
intercepted shall be treated as having been obtained in violation of this chapter, and an inventory shall be
served as provided for in subsection (d) of this section on the person named in the application.

(a) The contents of any wire, oral, or electronic communication intercepted by any means authorized by this
chapter shall, if possible, be recorded on tape or wire or other comparable device. The recording of the
contents of any wire, oral, or electronic communication under this subsection shall be done in such way as
will protect the recording from editing or other alterations. Immediately upon the expiration of the period of
the order, or extensions thereof, such recordings shall be made available to the judge issuing such order and
sealed under his directions. Custody of the recordings shall be wherever the judge orders. They shall not be
destroyed except upon an order of the issuing or denying judge and in any event shall be kept for ten years.
Duplicate recordings may be made for use or disclosure pursuant to the provisions of subsections {1) and
{2) of section 2517 of this chapter for investigations. The presence of the seal provided for by this
subsection, or a satisfactory explanation for the absence thereof, shall be a prerequisite for the use or
disclosure of the contents of any wire, oral, or electronic communication or evidence derived therefrom
under subsection (3) of section 2517.

(b) Applications made and orders granted under this chapter shall be sealed by the judge. Custody of the
applications and orders shall be wherever the judge directs, Such applications and orders shall be disclosed
only upon a showing of good cause before a judge of competent jurisdiction and shall not be destroyed
except on order of the issuing or denying judge, and in any event shall be kept for ten years.

{c) Any violation of the provisions of this subsection may be punished as contempt of the issuing or denying
judge.

(d) Within a reasonable time but not later than ninety days after the filing of an application for an order of
approval under section 2518(7)(b) which is denied or the termination of the period of an order or extensions
thereof, the issuing or denying judge shall cause to be served, on the persons named in the order or the
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application, and such other parties to intercepted communications as the judge may determine in his
discretion that is in the interest of justice, an inventory which shall include notice of—
(1) the fact of the entry of the order or the application;

(2)  the date of the entry and the period of authorized, approved or disapproved interception, ot the
denial of the application; and

(3) the fact that during the period wire, oral, or electronic communications were or were not
intercepted.
The judge, upon the filing of a motion, may in his discretion make available to such person or his counsel for
inspection such portions of the intercepted communications, applications and orders as the judge determines to be in
the interest of justice. On an ex parte showing of good cause to a judge of competent jurisdiction the serving of the
inventory required by this subsection may be postponed.

(9) The contents of any wire, oral, or electronic communication intercepted pursuant to this chapter or evidence
derived therefrom shall not be received in evidence or otherwise disclosed in any trial, hearing, or other
proceeding in a Federal or State court unless each party, not less than ten days before the trial, hearing, or
proceeding, has been furnished with a copy of the court order, and accompanying application, under which the
interception was authorized or approved. This ten-day period may be waived by the judge if he finds that it was
not possible to furnish the party with the above information ten days before the trial, hearing, or proceeding and
that the party will not be prejudiced by the delay in receiving such information.

(10y{(a) Any aggrieved person in any trial, hearing, or proceeding in or before any court, department, officer, agency,
regulatory body, or other authority of the United States, a State, or a political subdivision thereof, may move to
suppress the contents of any wire or oral communication intercepted pursuant to this chapter, or evidence
derived therefrom, on the grounds that-

(D) the communication was unlawfully intercepted;
(i1) the order of authorization or approval under which it was intercepted is insufficient on its face; or

(ili)  the interception was not made in conformity with the order of authorization or approval.

Such motion shall be made before the trial, hearing, or proceeding unless there was no opportunity to make such
motion or the person was not aware of the grounds of the motion. If the motion is granted, the contents of the
intercepted wire or oral communication, or evidence derived therefrom, shall be treated as having been obtained in
violation of this chapter. The judge, upon the filing of such motion by the aggrieved person, may in his discretion
make available to the aggrieved person or his counsel for inspection such portions of the intercepted
comrnunication or evidence derived therefrom as the judge determines to be in the interests of justice.

(b} In addition to any other right to appeal, the United States shall have the right to appeal from an order granting a
motion to suppress made under paragraph (a) of this subsection, or the denial of an application for an order of
approval. if the United States attorney shall certify to the judge or other official granting such motion or denying
such application that the appea! is not taken for purposes of delay. Such appeal shall be taken within thirty days
after the date the order was entered and shall be diligently prosecuted.

(¢) The remedies and sanctions described in this chapter with respect to the interception of electronic
communications are the only judicial remedies and sanctions for nonconstitutional violations of this chapter
involving such communications.

(11} The requirements of subsections (I )}{b)(ii} and (3)(d) of this section relating to the specification of the facilities
from which, or the place where, the communication is to be intercepted do not apply if-

(a) in the case of an application with respect to the interception of an oral communication-

(1) the application is by a Federal investigative or law enforcement officer and is approved by the
Attorney General, the Deputy Attorney General, the Associate Attorney General, an Assistant
Attorney General, or an acting Assistant Attorney General;

(ii) the application contains a full and complete statement as to why such specification is not practical
and identifies the person committing the offense and whose communications are to be intercepted;
and

(i) the judge finds that such specification is not practical; and

(b) in the case of an application with respect to a wire or electronic communication-

(i) the application is by a Federal investigative or law enforcement officer and is approved by the
Attorney General, the Deputy Attorney General, the Associate Attorney General, an Assistant
Attorney General, or an acting Assistant Attorney General;
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(ii) the application identifies the persori believed to be committing the offense and whose
commumications are to be intercepted and the applicant makes a showing of a purpose, on the part of
that person, to thwart interception by changing facilities; and

(iit) the judge finds that such purpose has been adequately shown,

(12) An interception of a communication under an order with respect to which the requirements of subsections
(1)(b)(ii) and (3)(d) of this section do not apply by reason of subsection (11) shall not begin until the facilities from
which, or the place where, the communication is to be intercepted is ascertained by the person implementing the
interception order. A provider of wire or electronic communications service that has received an order as provided for
in subsection (11)(b) may move the court to modify or quash the order on the ground that its assistance with respect to
the interception cannot be performed in a timely or reasonable fashion. The court, upon notice to the government, shall
decide such a motion expeditiously.

Section 2519. Reports concerning intercepted wire, oral, or electronic communications

(1) Within thirty days after the expiration of an order (or each extension thereof) entered under section 2518, or the
denial of an order approving an interception, the issuing or denying judge shall report to the Administrative Office of
the United States Courts

(b) the fact that an order or extension was applied for;

(c) the kind of order or extension applied for (including whether or not the order was an order with respect to
which the requirements of sections 2518(1)(b)(ii) and 2518(3)(d) of this title did not apply by reason of section
2518(11) of this title);

(d) the fact that the order or extension was granted as applied for, was modified, or was denied;

{(e) the period of interceptions authorized by the order, and the number and duration of any extensions of the order;
(f) the offense specified in the order or application, or extension of an order;

(g) the identity of the applying investigative or law enforcement officer and agency making the application and the
person authorizing the application; and ‘

(h) the nature of the facilities from which or the place where communications were to be intercepted.

(2) In January of each year the Attorney General, an Assistant Attorney General specially designated by the Attorney
General, or the principal prosecuting attorney of a State, or the principal prosecuting attorney for any political
subdivision of a State, shall report to the Administrative Office of the United States Courts-

(a) the information required by paragraphs (a) through (g) of subsection (1) of this section with respect to each
application for an order or extension made during the preceding calendar year,

(b) a general description of the interceptions made under such order or extension, including (i) the approximate
nature and frequency of incriminating communications intercepted, (ii) the approximate nature and frequency of
other communications intercepted, (iii) the approximate number of persons whose communications were
intercepted, and {(iv) the approximate nature, amount, and cost of the manpower and other resources used in the
interceptions;

(c) the number of arrests resuliting from interceptions made under such order or extension, and the offenses for
which arrests were made;

(d) the number of trials resulting from such interceptions;

(2) the number of motions to suppress made with respect to such interceptions, and the number granted or denied,;
(f) the number of convictions resulting from such interceptions and the offenses for which the convictions were
obtained and a general assessment of the importance of the interceptions; and

(g) the information required by paragraphs (b) through (f) of this subsection with respect to orders or extensions
obtained in a preceding calendar year.

(3) In April of each year the Director of the Administrative Office of the United States Courts shall transmit to the
Congress a full and complete report concerning the number of applications for orders authorizing or approving the
interception of wire, oral, or electronic communications pursuant to this chapter and the number of orders and
extensions granted or denied pursuant to this chapter during the preceding calendar year. Such report shall include a
summary and analysis of the data required to be filed with the Administrative Office by subsections (1) and (2) of this
section. The Director of the Administrative Office of the United States Courts is authorized to issue binding
regulations dealing with the content and form of the reports required to be filed by subsections (1) and (2} of this
section.

38




Section 2520. Recovery of civil damages authorized

(2) In general.--Except as provided in section 2511(2)(a)(it), any person whose wire, oral, or ¢lectronic communication

is intercepted, disclosed, or intentionally used in violation of this chapter may in a civil action recover from the person
or entity which engaged in that viclation such relief as may be appropriate.
(b) Relief.--In an action under this section, appropriate relief includes
(1) such preliminary and other equitable or declaratory relief as may be appropriate;
(2) damages under subsection (c) and punitive damages in appropriate cases; and
(3)a reasonable attorney's fee and other litigation costs reasonably incurred.
(¢} Computation of damages.
(1) In an action under this section, if the conduct in violation of this chapter is the private viewing of a private
satellite video communication that is not scrambled or encrypted or if the communication is a radio communication
that is transmitted on frequencies allocated under subpart D of part 74 of the rules of the Federal Communications
Commission that is not scrambled or encrypted and the conduct is not for a tortious or illegal purpose or for
purposes of direct or indirect commercial advantage or private commercial gain, then the court shall assess
damages as follows:
(A) If the person who engaged in that conduct has not previously been enjoined under section 2511(5) and has
not been found liable in a prior civil action under this section, the court shall assess the greater of the sum of
actual damages suffered by the plaintiff, or statutory damages of not less than $50 and not more than $500.
(B) If, on one prior occasion, the person who engaged in that conduct has been enjoined under section 2511(5)
or has been found liable in a civil action under this section, the court shall assess the greater of the sum of
actua] damages suffered by the plaintiff, or statutory damages of not less than $100 and not more than $1000.
(2) In any other action under this section, the court may assess as damages whichever is the greater of
(A) the sum of the actual damages suffered by the plaintiff and any profits made by the violator as a result of
the violation; or
(B) statutory damages of whichever is the greater of $100 a day for each day of violation or $10,000.
{d) Defense.--A good faith reliance on-
(1) a court warrant or order, a grand jury subpoena, a legislative authorization, or a statutory authorization;
(2) arequest of an investigative or law enforcement officer under section 2518(7) of this title; or (3} a good faith
determination that section 2511
(3) of this title permitted the conduct complained of; is a complete defense against any civil or criminal action
brought under this chapter or any other law.
(e) Limitation.--A civil action under this section may not be commenced later than two years after the date upon which
the claimant first has a reasonable opportunity to discover the violation.

Section 2521. Injunction against illegal interception

Whenever it shall appear that any person is engaged or is about to engage in any act which constitutes or will constitute
a felony violation of this chapter, the Attorney General may initiate a civil action in a district court of the United States
to enjoin such violation. The court shall proceed as soon as practicable to the hearing and determination of such an
action, and may, at any time before final determination, enter such a restraining order or prohibition, or take such other
action, as is warranted to prevent a continuing and substantial injury to the United States or to any person or class of
persons for whose protection the action is brought. A proceeding under this section is governed by the Federal Rules of
Civil Procedure, except that, if an indictment has been returned against the respondent, discovery is governed by the
Federal Rules of Criminal Procedure.

Section 2522, Enforcement of the Communications Assistance for Law Enforcement Act

(a) Enforcement by court issuing surveillance order.--If a court authorizing an interception under this chapter, a State
statute, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) or authorizing use of a pen
register or a trap and trace device under chapter 206 or a State statute finds that a telecommunications carrier has failed
to comply with the requirements of the Communications Assistance for Law Enforcement Act, the court may, in
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m&mm:’.ectmn 108 of such Act, direct that the carrier comply forthwith may direct that a provider of
support services to the carrier or the manufacturer of the carrier smammmmttmtchmgeqmpmentﬁnmsh
forthwith modifications necessary for the carrier to comply.

(b) &ﬁlmt upon application byAltomey General.-The Attorney General , in a civil action in the appropriate
United States district court, obtain an order, in accordance with section 108 of unications Assistance for Law

Enforcement Act, directing that a selecommunications carrier, a manufacturer of unications transmission or
switching equipment, or a provider of telecommumications support services oﬁ with such Act.
(c) Civil pemalty. - e

(1) In gemeral A court issuing an order under this section against a telecamnmcatlons carrier, a manufacturer of
telecommmunications transmission or switching equipment, or a provider of hbommumcatxons support services
may imapose a civil penalty of up to $10,000 per day for each day in violatiom afier the issuance of the order or after
such fatwre date as the court may specify.
(2) Comsiderations.—-In determining whether to impose a civil penalty and in determining its amount, the court shall
take oo account-
(A) the nature, circumstances, and extent of the violation;
(B) the violator’s ability to pay, the violator’s-good faith efforts to comply in a timely manner, any effect on
the wiolator's ability to continue to do business, the degree of culpability, and the length of any delay in
undertaking efforts to comply; and
(O) such other matters as justice may require.
(d) Definithoms.—-As used in this section, the terms defined in section 102 of the Communications Assistance for Law
Enforcement Act have the meanings provided, respectively, in such section.




APPENDIX B

TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART II--CRIMINAL PROCEDURE
CHAPTER 206—-PEN REGISTERS AND TRAP AND TRACE DEVICES

Section 3121. General prohibition on pen register and trap and trace device use; exception

(a) In general.-Except as provided in this section, no person may install or use a pen register or a trap and trace device
without first obtaining a court order under section 3123 of this title or under the Foreign Intelligence Surveillance Act
of 1978 (30 U.5.C. 1801 et seq.).
(b) Excepnon.-The prohibition of subsection (a) does not apply with respect to the use of a pen register or a trap and
trace device by a provider of electronic or wire communication service-
(1) relaring to the operation, maintenance, and testing of a wire or electronic communication service or to the
protecuon of the rights or property of such provider, or to the protection of users of that service from abuse of
service or unlawful use of service; or
(2) to record the fact that a wire or electronic communication was initiated or completed in order to protect such
provider. another provider furnishing service toward the completion of the wire communication, or a user of that
service. from fraudulent, untawful or abusive use of service; or
(3) where the consent of the user of that service has been obtained.
(¢) Limitaton: -A government agency authorized to install and use a pen register under this chapter or under State law
shall use technology reasonably available to it that restricts the recording or decoding of electronic or other impulses to
the dialing and signaling information utilized in call processing.
(d) Penalty.-Whoever knowingly violates subsection (a) shall be fined under this title or imprisoned not more than one
year, or both.

Section 3122, Application for an order for a pen register or a trap and trace device

(a) Application.-
(1) A anorney for the Government may make application for an order or an extension of an order under section
3123 of this title authorizing or approving the installation and use of a pen register or a trap and trace device under
this chapter, in writing under oath or equivalent affirmation, to a court of competent jurisdiction,
(2) Unless prohibited by State law, a State investigative or law enforcement officer may make application for an
order or an extension of an order under section 3123 of this title authorizing or approving the installation and use of
a per register or a trap and trace device under this chapter, in writing under oath or equivalent affirmation, to a
cour: of competent jurisdiction of such State.

{(b) Contents of application.-An application under subsection (a) of this section shall include-
{1) the identity of the attorney for the Government or the State law enforcement or investigative officer making the
application and the identity of the law enforcerent agency conducting the investigation; and
(21 a cernification by the applicant that the information likely to be obtained is relevant to an ongoing criminal
invesugaton being conducted by that agency.

Section 3123. Issuance of an order for a pen register or a trap and trace device
(a) In general.-Upon an application made under section 3122 of this title, the court shall enter an ex pane order

authorizing the installation and use of a pen register or a trap and trace device within the jurisdiction of the court if the
court finds that the attomney for the Government or the State law enforcement or investigative officer has certified to the
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court that the information likely to be obtained by such installation and use is relevant to an ongoing criminal
investigation.
(b) Contents of order.-An order issued under this section-
(1) shall specify--
(A) the identity, if known, of the person to whom is leased or in whose name is listed the telephone line to
which the pen register or trap and trace device is to be attached;
(B) the identity, if known, of the person who is the subject of the criminal investigation;
(C) the number and, if known, physical location of the telephone line to which the pen register or trap and
trace device is to be attached and, in the case of a trap and trace device, the geographic limits of the trap and
trace order; and
(D) a statement of the offense to which the information likely to be obtained by the pen register or trap and
trace device relates; and
(2) shall direct, upon the request of the applicant, the furnishing of information, facilities, and technical
assistance necessary to accomplish the installation of the pen register or trap and trace device under section 3124
of this title.
(c) Time period and extensions.
(1) An order issued under this section shall authorize the installation and use of a pen register or a trap and trace
device for a period not to exceed sixty days.
(2) Extensions of such an order may be granted. but only upon an application for an order under section 3122 of
this title and upon the judicial finding required by subsection (a) of this section. The period of extension shall be
for a period not to exceed sixty days.
{d)Nondisclosure of existence of pen register or a rap and trace device.--An -order authorizing or approving the
installation and use of a pen register or a trap and trace device shall direct that-
(1) the order be sealed until otherwise ordered by the court; and
(2) the person owning or leasing the line to which the pen register or a trap and trace device is attached, or who
has been ordered by the court to provide assistance to the applicant, not disclose the existence of the pen register or
trap and trace device or the existence of the investigation to the listed subscriber, or to any other person, unless or
until otherwise ordered by the court.

Section 3124. Assistance in installation and use of a pen register or a trap and trace device

{a) Pen registers.--Upon the request of an attorney for the Government or an officer of a law enforcement agency
authorized to install and use a pen register under this chapter, a provider of wire or electronic communication service,
landlord, custodian, or other person shall furnish such investigative or law enforcement officer forthwith all
information, facilities, and technical assistance necessary to accomplish the installation of the pen register
unobtrusively and with a minimum of interference with the services that the person so ordered by the court accords the
party with respect to whom the installation and use is to take place, if such assistance is directed by a court order as
provided in section 3123(b)(2) of this title.

(b) Trap and trace device.--Upon the request of an attorney for the Government or an officer of a law enforcement
agency authorized to receive the results of a trap and trace device under this chapter, a provider of a wire or electronic
communication service, landlord, custodian, or other person shall install such device forthwith on the appropriate line
and shall furnish such investigative or law enforcement officer all additional information, facilities and technical
assistance including installation and operation of the device unobtrusively and with a minimum of interference with the
services that the person so ordered by the court accords the party with respect to whom the installation and use is to
take place, if such installation and assistance is direcred by a court order as provided in section 3123(b)(2) of this title.
Uniess otherwise ordered by the court, the results of the trap and trace device shall be furnished, pursuant to section
3123(b) or section 3125 of this title, to the officer of a law enforcement agency, designated in the court order, at
reasonable intervals during regular business hours for the duration of the order.

(¢) Compensation.--A provider of a wire or electronic communication service, landlord, custodian, or other person
who furnishes facilities or technical assistance pursuant to this section shall be reasonably compensated for such
reasonable expenses incurred in providing such facilities and assistance.
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(d) No cause of action against a provider disclosing information under this chapter.--No cause of action shall lie in any
court against any provider of a wire or electronic communication service, its officers, employees, agents, or
other specified persons for providing information, facilities, or assistance in accordance with the terms of a court order

under this chapter or request pursuant 1o section 3125 of this tifle.

(e) Defense.-A good faith reliance on a court order under this chapter, a request pursuant to section 3125 of this title, a
legislative authorization, or a statutory authorization is a complete defense against any civil or criminal action brought
under this chapter or any other law.

(f) Communications assistance enforcement orders.--Pursuant to section 2522, an order may be issued to enforce the
assistance capability and capacity requirements under the Communications Assistance for Law Enforcement Act.

Section 3125. Emergency pen register and trap and trace device installation

{a) Notwithstanding any other provision of this chapter, any investigative or law enforcement officer, specially
designated by the Attorney General, the Deputy Attorney General, the Associate Attorney General, any Assistant
Attorney General, any acting Assistant Attorney General, or any Deputy Assistant Attorney General, or by the principal
prosecuting attorney of any State or subdivision thereof acting pursuant to a statute of that State, who reasonably
determines that-

(1) an emergency situation exists that involves--

{A) immediate danger of death or serious bodily injury to any person: or
(B) conspiratorial activities characteristic of organized crime,

that requires the installation and use of a pen register or a trap and trace device before an order authorizing such

installation and use can, with due diligence, be obtained, and

(2) there are grounds upon which an order could be entered under this chapter to authorize such installation and

use;
may have installed and use a pen register or trap and trace device if, within forty-eight hours after the installation has
occurred, or begins to occur, an order approving the installation or use is issued 1n accordance with section 3123 of this
title.
(b) In the absence of an authorizing order, such use shall immediately terminate when the information sought is
obtained, when the application for the order is denied or when forty-eight hours have lapsed since the installation of the
pen register or trap and trace device, whichever is earlier.
(c) The knowing installation or use by any investigative or law enforcement officer of a pen register or trap and trace
device pursuant to subsection (a) without application for the authorizing order within forty-eight hours of the
installation shall constitute a violation of this chapter.
(d) A provider of a wire or electronic service, landlord, custodian, or other persor who furnished facilities or technical
assistance pursuant to this section shall be reasonably compensated for such reasonable expenses incurred in providing
such facilities and assistance.

Section 3126. Reports concerning pen registers and trap and trace devices

The Attorney General shall annually report to Congress on the number of pen register orders and orders for trap and
trace devices applied for by law enforcement agencies of the Department of Jus:ace.

Section 3127. Definitions for chapter

As used in this chapter--
(1) the terms “wire communication,” “electronic communication,” and “electronic communication service” have the
meanings set forth for such terms in section 2510 of this title;
(2) the term “court of competent jurisdiction” means-
(A) a district court of the United States (including a magistrate of such a court) or a United States Court of
Appeals; or

EL 1Y
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(B) a court of general criminal jurisdiction of a State authorized by the law of that State to enter orders authorizing
the use of a pen register or a trap and trace device,

(3) the term “pen register” means a device which records or decodes electronic or other impulses which tdentlfy the
numbers dialed or otherwise transmitted on the telephone line to which such device is attached, but such term does not
include any device used by a provider or customer of a wire or electronic communication service for billing, or
recording as an incident to billing, for communications services provided by such provider or any device used by a
provider or customer of a wire communication service for cost accounting or other like purposes in the ordinary course
of its business;

(4) the term “trap and trace device” means a device which captures the incoming electronic or other impulses which
identify the originating number of an instrument or device from which a wire or electronic communication was
transmitted;

(5) the term “attorney for the Government” has the meaning given such term for the purposes of the Federal Rules of
Criminal Procedure; and

(6) the term “State” means a State, the District of Columbia, Puerto Rico, and any other possession or territory of the
United States.




APPENDIX C

TITLE 50. WAR AND NATIONAL DEFENSE

CHAPTER 36--FOREIGN INTELLIGENCE SURVEILLANCE
SUBCHAPTER I-ELECTRONIC SURVEILLANCE

Section 1801, Definitions

As used in this subchapter:
(a) “Foreign power” means--
(1) a foreign government or any component thereof, whether or not recognized by the United States;
(2) a faction of a foreign nation or nations, not substantially composed of United States persons;
(3) an entity that is openly acknowledged by a foreign government or governments to be directed and controlled by
such foreign government or governments;
(4) a group engaged in international terrorism or activities in preparation therefor;
(5) a foreign-based political organization, not substantially composed of United States persons; or
(6) an entity that is directed and controlled by a foreign government or governments.
(b) “Agent of a foreign power” means-
(1) any person other than a United States person, who
(A} acts in the United States as an officer or employee of a foreign power, or as a member of a foreign power as
defined in subsection (a)(4) of this section;
(B) acts for or on behalf of a foreign power which engages in clandestine intelligence activities in the United
States contrary to the interests of the United States, when the circumstances of such person’s presence in the
United States indicate that such person may engage in such activities in the United States, or when such person
knowingly aids or abets any person in the conduct of such activities or knowingly conspires with any person to
engage in such activities; or
(2) any person who--
(A) knowingly engages in clandestine intelligence gathering activities for or on behalf of a foreign power,
which activities involve or may involve a violation of the criminal statutes of the United States;
(B) pursuant to the direction of an intelligence service or network of a foreign power, knowingly engages in any
other clandestine intelligence activities for or on behalf of such foreign power, which activities involve or are
about to involve a violation of the criminal statutes of the United States;
(C) knowingly engages in sabotage or international terrorism, or activities that are in preparation therefor, or on
behalf of a foreign power; or
(D) knowingly aids or abets any person in the conduct of activities described in subparagraph (A), (B), or (C) or
knowingly conspires with any person to engage in activities described in subparagraph (A), (B), or (C).
(c) “International terrorism”™ means activities that
(1) involve violent acts or acts dangerous to hurnan life that are a violation of the criminal laws of the United States
or of any State, or that would be a criminal violation if committed within the jurisdiction of the United States or
any State;
(2) appear to be intended--
(A) to intimidate or coerce a civilian population;
(B) to influence the policy of a government by intimidation or coercion; or
(C) to affect the conduct of a government by assassination or kidnapping; and
(3) occur totally outside the United States, or transcend national boundaries in terms of the means by which they
are accomplished, the persons they appear intended to coerce or intimidate, or the locale in which their perpetrators
operate or seek asylum.
(d) “Sabotage™ means activities that involve a violation of chapter 105 of Title 18, or that would involve such a
violation if committed against the United States.
(e) “Foreign intelligence information” mearis--
(1) information that relates to, and if concerning a United States person is necessary to, the ability of the United
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States to protect against--
(A) actual or potential attack or other grave hostile acts of a foreign power or an agent of a foreign power;
(B) sabotage or international terrorism by a foreign power or an agent of a foreign power; or

(C) clandestine intelligence activities by an intelligence service or network of a foreign power or by an agent of
a foreign power; or
(2) information with respect to a foreign power or foreign territory that relates to, and if concemning a United States
person is necessary to-
(A) the nationa!l defense or the security of the United States; or
(B) the conduct of the foreign affairs of the United States.
(f) “Electronic surveillance” means
(1) the acquisition by an electronic, mechanical, or other surveillance device of the contents of any wire or radio
communication sent by or intended to be received by a particular, known United States person who is in the United
States, if the contents are acquired by intentionally targeting that United States person, under circumstances in
which a person has a reasonable expectation of privacy and a wan-ant would be required for law enforcement
purposes,
(2) the acquisition by an electronic, mechanical, or other surveillance device of the contents of any wire
communication to or from a person in the United States, without the consent of any party thereto, if such
acquisition occurs in the United States;
(3) the intennonal acquisition by an electronic, mechanical, or other surveillance device of the contents of any
radio communication, under circumstances in which a person has a reasonable expectation of privacy and a warrant
would be required for law enforcement purposes, and if both the sender and al! intended recipients are located
within the United States; or
(4) the installation or use of an electronic, mechanical, or other surveillance device in the United States for
monitoring to acquire information, other than from a wire or radio communication, under circumstances in which a
person has a reasonable expectation of privacy and a warrant would be required for law enforcement purposes.
(g) "Anomey General” means the Attorney General of the United States (or Acting Attorney General) or the Deputy
Attorney General.
(h) “Minimization procedures,” with respect to electronic surveillance, means-
(1) specific procedures, which shall be adopted by the Attorney General, that are reasonably designed in light of
the purpose and technique of the particular surveillance, to minimize the acquisition and retention, and prohibit the
dissemination, of nonpublicly-available information concerning unconsenting United States persons consistent
with the need of the United States to obtain, produce, and disseminate foreign intelligence information;
(2) procedures that require that nonpublicly-available information, which is not foreign intelligence information, as
defined in subsection (e)(1) of this section, shall not be disseminated in a manner that identifies any United States
person, without such person’s consent, unless such person’s identity is necessary to understand foreign intelligence
information or assess its importance;
(3) notwithstanding paragraphs (1} and (2), procedures that allow for the retention and dissemination of
information that is evidence of a crime which has been, is being, or is about to be committed and that is to be
retained or disseminated for law enforcement purposes; and
(4) notwithstanding paragraphs (1), (2), and (3), with respect to any electronic surveillance approved pursuant to
section [ 802(a) of this title, procedures that require that no contents of any communication to which a United
States person is a party shall be disclosed, disseminated, or used for any purpose or retained for longer than
twenty-four hours unless a court order under section 1805 of this title is obtained or unless the Attorney General
determines that the information indicates a threat of death or serious bodily harm to any person.
(1) “United States person” means a citizen of the United States, an alien lawfully admitted for permanent residence (as
defined in section 1101(a)(20) of Title 8), an unincorporated association a substantial number of members of which are
citizens of the United States or aliens lawfully admitted for permanent residence, or a corporation which is incorporated
in the United States, but does not include a corporation or an association which is a foreign power, as defined in
subsection (a)(1), (2), or (3) of this section.
(j) “United States.” when used in a geographic sense, means all areas under
the territorial sovereignty of the United States and the Trust Territory of the Pacific Islands.
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(A) furnish all information, facilities, or technical assistance necessary to accomplish the electronic

surveillance in such a manner as will protect its secrecy and produce a minimum of interference with the
services that such carrier is providing its customers; and
(B) maintain under security procedures approved by the Attorney General and the Director of Central
Intelligence any records concerning the surveillance or the aid furnished which such carrier wishes to retain.
The Government shall compensate, at the prevailing rate, such carrier for furnishing such aid.
(b) Applications for a court order under this subchapter are authorized if the President has, by written authorization,
empowered the Attorney General to approve applications to the court having jurisdiction under section 1803 of this
title, and a judge to whom an application is made may, notwithstanding any other law, grant an order, in conformity
with section 1805 of this title, approving electronic surveillance of a foreign power or an agent of a foreign power for
the purpose of obtaining foreign intelligence information, except that the court shall not have jurisdiction to grant any
order approving electronic surveillance directed solely as described in paragraph (1)(A) of subsection (a) of this section
unless such surveillance may involve the acquisition of communications of any United States person.

Section 1803. Designation of judges

(a) Court to hear applications and grant orders; record of denial; transmittal to court of review

The Chief Justice of the United States shall publicly designate seven district court judges from seven of the United
States judicial circuits who shall constitute a court which shall have jurisdiction to hear applications for and grant
orders approving electronic surveillance anywhere within the United States under the procedures set forth in this
chapter, except that no judge designated under this subsection shall hear the same application for electronic
surveillance under this chapter which has been denied previously by another judge designated under this
subsection. If any judge so designated denies an application for an order anthorizing electronic surveillance under
this chapter, such judge shall provide immediately for the record a written statement of each reason for his decision

and, on motion of the United States, the record shall be transmitted, under seal, to the court of review established in
subsection (b) of this section. '

(b) Court of review; record, transmittal to Supreme Court

The Chief Justice shall publicly designate three judges, one of whom shall be publicly designated as the presiding
judge, from the United States district courts or courts of appeals who together shall comprise a court of review
which shall have jurisdiction to review the denial of any application made under this chapter. If such court
determines that the application was properly denied, the court shall immediately provide for the record a written
statement of each reason for its decision and, on petition of the United States for a writ of certiorari, the record
shall be transmitted under seal to the Supreme Court, which shall have jurisdiction to review such decision.

(¢) Expeditious conduct of proceedings; security measures for maintenance of records
Proceedings under this chapter shall be conducted as expeditiously as possible. The record of proceedings under

this chapter, including applications made and orders granted, shail be maintained under security measures
established by the Chief Justice in consultation with the Attorney General and the Director of Central Intelligence.

(d) Tenure

Each judge designated under this section shall so serve for a maximum of seven years and shall not be eligible for
redesignation, except that the judges first designated under subsection (a) of this section shall be designated
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for terms of from one to seven years so that one term expires each year, and that judges first designated under
subsection (b) of this section shall be designated for terms of three, five, and seven years.

Section 1804. Applications for court orders
(a) Submission by Federal officer; approval of Attorney General; contents

Each application for an order approving electronic surveillance under this subchapter shall be made by a Federal
officer in writing upon oath or affirmation to a judge having jurisdiction under section 1803 of this title. Each
application shall require the approval of the Attorney General based upon his finding that it satisfies the criteria
and requirements of such application as set forth in this subchapter. It shall include-
(1) the identity of the Federal officer making the application;
(2} the authority conferred on the Attorney General by the President of the United States and the approval of
the Attorney General to make the application;
(3) the identity, if known, or a description of the target of the electronic surveillance;
(4) a statement of the facts and circumstances relied upon by the applicant to justify his belief that-
(A) the target of the electronic surveillance is a foreign power or an agent of a foreign power; and
(B) each of the facilities or places at which the electronic surveillance is directed is being used, or is
about to be used, by a foreign power or an agent of a foreign power;
(5) a statement of the proposed minimization procedures;
(6) a detailed description of the nature of the information sought and the type of communications or activities
to be subjected to the surveillance;
(7) a certification or certifications by the Assistant to the President for National Security Affairs or an
executive branch official or officials designated by the President from among those executive officers
employed in the area of national security or defense and appointed by the President with the advice and
consent of the Senate-
(A) that the certifying official deems the information sought to be foreign intelligence information;
(B) that the purpose of the surveillance is to obtain foreign intelligence information;
(C) that such information cannot reasonably be obtained by normal investigative techniques;
(D} that designates the type of foreign intelligence information being sought according to the categories
described in section 1801(e) of this title; and
(E) including a statement of the basis for the certification that-
(i) the information sought is the type of foreign intelligence information designated; and
{ii) such information cannot reasonably be obtained by normal investigative techniques;
(8) a statement of the means by which the surveillance will be effected and a statement whether physical entry
is required to effect the surveillance;
(9) a statement of the facts concerning all previous applications that have been made to any judge under this
subchapter involving any of the persons, facilities, or places specified in the application, and the action taken
on each previous application;
(10) a statement of the period of time for which the electronic surveillance is required to be maintained, and if
the nature of the intelligence gathering is such that the approval of the use of electronic surveillance under
this subchapter should not automatically terminate when the described type of information has first been
obtained, a description of facts supporting the belief that additional information of the same type will be
obtained thereafter; and
{(11) whenever more than one electronic, mechanical or other surveillance device is to be used with respect to
a particular proposed electronic surveillance, the coverage of the devices involved and what minimization
procedures apply to information acquired by each device.
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(&) Exclusion of certain information respecting foreign power targets

Whenever the target of the ¢lectronic surveillance is a foreign power, as defined in section 1801(a)(1), (2), or (3) of
this title, and each of the facilities or places at which the surveillance is directed is owned, leased, or exclusively
used by that foreign power, the application need not contain the information required by paragraphs (6), (7XE), (8),
and (11} of subsection (a) of this section, but shall state whether physical entry is required to effect the surveillance
and shall contain such information about the surveillance techniques and communications or other information
concerning United States persons likely to be obtained as may be necessary to assess the proposed minimization
procedures,

(c) Additional affidavits or certifications

The Attorney General may require any other affidavit or certification from any other officer in connection with the
application.

(d) Additional information

The judge may require the applicant to fumnish such other information as may be necessary to make the
determinations required by section 1805 of this title.

Section 18085. Issuance of order
(a) Necessary findings

Upon an application made pursuant to section 1804 of this title, the judge shall enter an ex parte order as requested
or as modified approving the electronic surveillance if he finds that-
(1) the President has authorized the Attorney General to approve applications for electronic surveillance for
foreign intelligence information;
(2) the application has been made by a Federal officer and approved by the Attorney General;
(3) on the basis of the facts submitted by the applicant there is probable cause to believe that
(A) the target of the electronic surveillance is a foreign power or an agent of a foreign power: Provided,
That no United States person may be considered a foreign power or an agent of a foreign power solely
upon the basis of activities protected by the first amendment to the Constitution of the United States; and
(B) each of the facilities or places at which the electronic surveillance is directed is being used, or is
about to be used, by a foreign power or an agent of a foreign power;
(4) the proposed minimization procedures meet the definition of minimization procedures under section
1801(h} of this title; and
(5) the application which has been filed contains all statements and certifications required by section 1804 of
this title and, if the target is a United States persocr. the certification or certifications are not clearly erroneous
on the basis of the statement made under section i 804(a)(7)(E) of this title and any other information
furnished under section 1804(d) of this title.

(b} Specifications and directions of orders

An order approving an electronic surveillance under this section shall-
(1) specify..
(A) the identify, if known, or a description of the target of the electronic surveillance;
(B) the nature and location of each of the facilities or places at which the electronic surveillance will be
directed;
(C) the type of information sought to be acquired and the type of communications or activities to be
subjected to the surveillance;




(D) the means by which the electronic surveillance will be effected and whether physical entry will be
used to effect the surveillance;

(E) the period of time during which the electronic surveiliance is approved; and
(F) whenever more than one electronic, mechanical, or other surveillance device is 1o be used under the
order, the authorized coverage of the devices involved and what minimization procedures shall apply to
information subject to acquisition by each device; and

(2) direct--
(A) that the minimization procedures be followed;
(B) that, upon the request of the applicant, a specified communication or other common carrier,
landlord, custodian, or other specified person furnish the applicant forthwith all information, facilities,
or technical assistance necessary to accomplish the electronic surveillance in such a manner as will
protect its secrecy and produce a minimum of interference with the services that such carrier, landlord,
custodian, or other person is providing that target of electronic surveillance;
(C) that such carrier, landlord, custodian, or other person maintain under security procedures approved
by the Attorney General and the Director of Central Intelligence any records concerning the surveillance
or the aid furnished that such person wishes to retain; and
(D) that the applicant compensates, at the prevailing rate, such carrier, landlord, custodian, or other
person for furnishing such aid.

(¢) Exclusior of certain information respecting foreign power targets

Whenever the target of the electronic surveillance is a foreign power, as defined in section 1801(a)(1), (2), or (3} of
this tide. and each of the facilities or places at which the surveillance is directed is owned, leased, or exclusively
used by that foreign power, the order need not contain the information required by subparagraphs (C), (D), and (F)
of subsecton (b)(1) of this section, but shall generally describe the information sought, the communications or
activites to be subjected to the surveillance, and the type of electronic surveillance involved, including whether
physical entry is required.

{d) Duration of order; extensions; review of circumstances under which information was acquired, retained or
disseminatec

(1} An order issued under this section may approve an electronic surveillance for the period necessary to achieve
its purpose, or for ninety days, whichever is less, except that an order under this section shall approve an electronic
surveillance targeted against a foreign power, as defined in section 1801(a}(1), (2), or (3) of this title, for the period
specified in the application or for one year, whichever is less.

(2) Extensions of an order issued under this subchapter may be granted on the same basis as an original order upon
an applicaron for an extension and new findings made in the same manner as required for an original order, except
that an extension of an order under this chapter for a surveillance targeted against a foreign power, as defined in
section 1301(a)(5) or (6) of this title, or against a foreign power as defined in section 1801(a)(4) of this title that is
not a Ur:zed States person, may be for a period not to exceed one year if the judge finds probable cause to believe
that no communication of any individual United States person will be acquired during the period.

{3) At or before the end of the period of time for which electronic surveillance is approved by an order or an
extension. the judge may assess compliance with the minimization procedures by reviewing the circumstances
under which information concerning United States persons was acquired, retained, or disseminated.

{e) Emergency orders

Norwithsianding any other provision of this subchapter, when the Attorney General reasonably determines that--
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(1) an emergency situation exists with respect to the employment of electronic surveillance to obtain foreign
intelligence information before an order authorizing such surveillance can with due diligence be obtained; and

(2) the factual basis for issuance of an order under this subchapter to approve such surveillance exists; he may
authorize the emergency employment of electronic surveillance if a judge having jurisdiction under section 1803 of
this title is informed by the Attomey General or his designee at the time of such authorization that the decision has
been made to employ emergency electronic surveillance and if an application in accordance with this subchapter is
made to that judge as soon as practicable, but not more than twenty-four hours after the Attorney General authorizes
such surveillance. If the Attorney General authorizes such emergency employment of electronic surveillance, he
shall require that the minimization procedures required by this subchapter for the issuance of a judicial order be
followed. In the absence of a judicial order approving such electronic surveillance, the surveillance shall terminate
when the information sought is obtained, when the application for the order is denied, or after the expiration of
twenty-four hours from the time of authorization by the Attorney General, whichever is earliest. In the event that
such application for approval is denied, or in any other case where the electronic surveillance is terminated and no
order is issued approving the surveillance, no information obtained or evidence derived from such surveillance shall
be received in evidence or otherwise disclosed in any trial, hearing, or other proceeding in or before any court, grand
jury, department, office, agency, regulatory body, legislative committee, or other authority of the United States, a
State, or political subdivision thereof, and no information concerning any United States person acquired from such
surveillance shall subsequently be used or disclosed in any other manner by Federal officers or employees without
the consent of such person, except with the approval of the Attorney General if the information indicates a threat of
death or serious bodily harm to any person. A denial of the application made under this subsection may be reviewed
as provided in section 1803 of this title.

() Testing of electronic equipment; discovering unauthorized electronic surveillance; training of intelligence personnel

Notwithstanding any other provision of this subchapter, officers, employees, or agents of the United States are
authorized in the normal course of their official duties to conduct electronic surveillance not targeted against the
communications of any particular person or persons, under procedures approved by the Attorney General, solely to-
(1) test the capability of electronic equipment, if
(A) it is not reasonable to obtain the consent of the persons incidentally subjected to the surveillance;
(B) the test is limited in extent and duration to that necessary to determine the capability of the equipment;
(C) the contents of any communication acquired are retained and used only for the purpose of determining the
capability of the equipment, are disclosed only to test personnel, and are destroyed before or immediately upon
completion of the test; and:
(D) Provided, That the test may exceed ninety days only with the prior approval of the Attorney General;
{2) determine the existence and capability of electronic surveillance equipment being used by persons not
authorized to conduct electronic surveillance, if-
(A) it is not reasonable to obtain the consent of persons incidentally subjected to the surveillance;
(B) such electronic surveillance is limited in extent and duration to that necessary to determine the existence
and capability of such equipment; and
(C) any information acquired by such surveillance is used only to enforce chapter 119 of Title 18, or section
605 of Title 47, or to protect information from unauthorized surveillance; or
(3) train intelligence personne! in the use of electronic surveillance equipment, if-
(A) it is not reasonable to--
(i) obtain the consent of the persons incidentally subjected to the surveillance;
(ii) train persons in the course of surveillances otherwise authorized by this subchapter; or
(iii) train persons in the use of such equipment without engaging in electronic surveillance;
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(B) such electronic surveillance is limited in extent and duration to that necessary to train the personnel in the
use of the equipment; and
(C) no contents of any commumication acquired are retained or disseminated for any purpose, but are destroyed

as 300N &S reasonably possible.
(8) Retention of certifications, applications and orders

Certifications made by the Attorney General pursuant to section 1802(x) of this title and applications made and
orders granted under this subchapter shall be retained for a period of at least ten years from the date of the
ceriification or application.

Section 1806. Use of information
(a) Compliance with minimization procedures; privileged communications; lawful purposes

Information acquired from an elecronic surveillance conducted pursuant to this subchapter concerning any United
States person may be used and disclosed by Federal officers and employees without the consent of the United
States person only in accordance with the minimization procedures required by this subchapter. No otherwise
privileged communication obtained in accordance with, or in violation of, the provisions of this subchapter shall
lose its privileged character. No information acquired from an electronic surveillance pursuant to this subchapter
may be used or disclosed by Federa® officers or employees except for lawful purposes.

(b) Statement for disclosure

No information acquired pursuant w@ this subchapter shall be disclosed for law enforcement purposes unless such
disclosure is accompanied by a staremnent that such information, or any information derived therefrom, may only be
used in a criminal proceeding with toe advance authorization of the Attorney General.

{c) Notification by United States

Whenever the Government intends o enter into evidence or otherwise use or disclose in any trial, hearing, or other
proceeding in or before any court. d=partment, officer, agency, regulatory body, or other authority of the United
States, against an aggrieved persor. any information obtained or derived from an electronic surveillance of that
aggrieved person pursuant to the ac=hority of this subchapter, the Government shall, prior to the trial, hearing, or
other proceeding or at a reasonable =me prior to an effort to so disclose or so use that information or submit it in
evidence, notify the aggrieved perscn and the court or other authority in which the information is to be disclosed or
used that the Government intends tc s0 disclose or so use such information.

(d) Notification by States or political sundivisions

Whenever any S:ate or political sumZivision thereof intends to enter into evidence or otherwise use or disclose in
any wrial, hearing. or other proceed:=g in or before any court, department, officer, agency, regulatory body, or other
authority of a State or a political scdivision thereof, against an aggrieved person any information obtained or
derived from an electronic surveillance of that aggrieved person pursuant to the authority of this subchapter, the
State or political subdivision thereo? shall notify the aggrieved person, the court or other authority in which the
information is to be disclosed or used, and the Attorney General that the State or political subdivision thereof
intends to so disclose or so use suckh information.

(€) Motion to suppress
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Any person against whom evidence obtained or derived from an electronic surveillance to which he is an aggrieved
person is to be, or has been, introduced or otherwise used or disclosed in any trial, hearing, or other proceeding in
or before any court, department, officer, agency, regulatory body, or other authority of the United States, a State, or

a political subdivision thereof, may move to suppress the evidence obtained or derived from such electronic

surveillance on the grounds that-
(1) the information was unlawfully acquired; or
(2) the surveillance was not made in conformity with an order of authorization or approval.

Such a motion shall be made before the trial, hearing, or other proceeding unless there was no opportunity to make
such a motion or the person was not aware of the grounds of the motion.

(f) In camera and ex parte review by district court

Whenever a court or other authority is notified pursuant to subsection (c) or (d) of this section, or whenever a
motion is made pursuant to subsection (¢) of this section, or whenever any motion or request is made by an
aggrieved person pursuant to any other statute or rule of the United States or any State before any court or other
authority of the United States or any State to discover or obtain applications or orders or other materials relating to
electronic surveillance or to discover, obtain, or suppress evidence or information obtained or derived from
electronic surveillance under this chapter, the United States district court or, where the motion is made before
another authority, the United States district court in the same district as the authority, shall, notwithstanding any
other law, if the Attorney General files an affidavit under oath that disclosure or an adversary hearing would harm
the national security of the United States, review in camera and ex parte the application, order, and such other
materials relating to the surveillance as may be necessary to determine whether the surveillance of the aggrieved
person was lawfully authorized and conducted. In making this determination, the court may disclose to the
aggrieved person, under appropriate security procedures and protective orders, portions of the application, order, or
other materials relating to the surveillance only where such disclosure is necessary to make an accurate
determination of the legality of the surveiltance.

(g) Suppression of evidence; denial of motion

If the United States district court pursuant to subsection (f) of this section determines that the surveillance was not
lawfully authorized or conducted, it shall, in accordance with the requirements of law, suppress the evidence which
was unlawfully obtained or derived from electronic surveillance of the aggrieved person or otherwise grant the
motion of the aggrieved person. If the court determines that the surveillance was lawfully authorized and
conducted, it shall deny the motion of the aggrieved person except to the extent that due process requires discovery
or disclosure,

(h) Finality of orders

Orders granting motions or requests under subsection (g) of this section, decisions under this section that electronic
surveillance was not lawfully authorized or conducted, and orders of the United States district court requiring
review or granting disclosure of applications, orders, or other materials relating to a surveillance shall be final
orders and binding upon all courts of the United States and the several States except a United States court of
appeals and the Supreme Court.

(i) Destruction of unintentionally acquired information
In circumstances involving the unintentional acquisition by an electronic, mechanical, or other surveillance device
of the contents of any radio communication, under circumstances in which a person has a reasonable expectation of

privacy and a warrant would be required for law enforcement purposes, and if both the sender and all intended
recipients are located within the United States, such contents shall be destroyed upon
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(2) discloses or uses information obtained under color of law by electronic surveillance, knowing or having
reason to know that the information was obtained through electronic surveillance not autherized by statute.

(b) Defense

It is a defense to a prosecution under subsection (a) of this section that the defendant was a law enforcement or
investigative officer engaged in the course of his official duties and the electronic surveillance was authorized by
and conducted pursuant to a search warrant or court order of a court of competent jurisdiction.

(c) Penalties

An offense described in this section is punishable by a fine of not more than $10,000 or imprisonment for not more
than five years, or both.

(d) Federal jurisdiction

There is Federal jurisdiction over an offense under this section if the person committing the offense was an officer
or employee of the United States at the time the offense was committed.

Section 1810. Civil liability

An aggrieved person, other than a foreign power or an agent of a foreign power, as defined in section 1801 (a} or
(b)(1)(A) of this title, respectively, who has been subjected to an electronic surveillance or about whom information
obtained by electronic surveillance of such person has been disclosed or used in viclation of section 1809 of this title
shall have a cause of action against any person who committed such violation and shall be entitled to recover-

(a) actual damages, but not less than liquidated damages of $1,000 or $100 per day for each day of violation,

whichever is greater,

(b) punitive damages; and

(c) reasonable attorney's fees and other investigation and litigation costs reasonably incurred.

Section 1811. Authorization during time of war
Notwithstanding any other law, the President, through the Attorney General, may authorize electronic surveillance

without a court order under this subchapter to acquire foreign intelligence information for a period not to exceed fifteen
calendar days following a declaration of war by the Congress.
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APPENDIX D

(CHAPTER 808B) INTERCEPTION OF COMMUNICATIONS

808B.1 Definitions,

As used in this chapter, unless the context otherwise requires:

1.

“Aggrieved person” means a person who was 2 party to an intercepted wire, oral, or electronic communication or
a person against whom the interception was directed.

“Contents”, when used with respect to a wire, oral, or electronic communicaticn, includes any information
concemning the identity of the parties to the communication or the existence, substance, purpose, or meaning of
that communication.

“Court” means a district court in this state.

“Electronic communication” means any transfer of signals, signs, writing, images, sounds, data, or intelligence
of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photooptical
system that affects intrastate, interstate, or foreign commerce, but excludes the foilowing:

a)  Wire or oral communication.

b) Communication made through a tone-only paging device.

¢)  Communication from a tracking device.

“Electronic, mechanical, or other device” means a device or apparatus which can be used to intercept a wire,
oral, or electronic communication other than either of the following:

a) A telephone or telegraph instrument, equipment, or facility, or any component of it which is either of the
following:

(1)  Furnished to the subscriber or user by a communications common carrier in the ordinary course of
its business and being used by the subscriber or user in the ordinary course of the subscriber’s or
user’s business.

(2) Being used by a communications common carrier in the ordinary course of its business, or by an
investigative or law enforcement officer in the ordinary course of the officer’s duties.

b} A hearing aid or similar device being used to correct subnormal hearing to not better than normal hearing.

“Intercept” or “interception” means the aural acquisition of the contents of a wire, oral, or electronic
communication through the use of an electronic, mechanical, or other device.

“Investigative or law enforcement officer” means a peace officer of this state or one of its political subdivisions
or of the United States who is empowered by law to conduct investigations of or to make arrests for criminal
offenses, the attorney general, or a county attorney authorized by law to prosecute or participate in the
prosecution of criminal offenses.

*“Oral communication” means an oral communication uttered by a person exhibiting an expectation that the
communication is not subject to interception, under circumstances justifying that expectation.
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2. a) Itis not unlawful under this chapter for an operator of a switchboard, or an officer, employee, or agent of a
communications common carrier, whose facilities are used in the transmission of a wire communication to
intercept, disclose or use that communication in the normal course of employment while engaged in an
activity which is a necessary incident to the rendition of service or to the protection of the rights or
property of the carrier of the communication. However, communications common carriers shall not use
service observing or random monitoring except for mechanical or service quality control checks.

b) It is not unlawful under this chapter for a person acting under color of law to intercept a wire, oral, or
electronic communication, if the person is a party to the communication or one of the parties to the
communication has given prior consent to the interception,

¢y  Itis not unlawful under this chapter for a person not acting under color of law to intercept a wire, oral, or
electronic communication if the person is a party to the communication or if one of the parties to the
communication has given prior consent to the interception, unless the communication is intercepted for the
purpose of committing a criminal or tortious act in violation of the Constitution or taws of the United
States or of any state or for the purpose of committing any other injurious act.

3. An operator of a switchboard, or an officer, employee, or agent of 2 communications commeon carrier, whose
facilities are used in the transmission or interception of a wire, oral, or electronic communication shalt not
disclose the existence of any transmission or interception or the device used to accomplish the transmission or

interception with respect 1o a court order under this chapter, except as may otherwise be required by legal
process or court order. Violation of this subsection is a Class “D” felony.

Section History: Recent form
89 Acts, ch 225, §23; 99 Acts, ch 78, §6-9

Internal References

Referred to in § 808B.5

808B.3 Court Order for Interception by Special Agents,
The attorney general shall authorize and prepare any application for an order authorizing the interception of wire, oral, or
electronic communications. The attorney general may apply to any district court of this state, or request that the county
attorney in the district where application is to be made deliver the application of the attorney general, for an order autherizing
the interception of wire, oral, or electronic communications, and the court may grant, subject to this chapter, an order
authorizing the interception of wire, oral, or electronic communications by special state agents having responsibility for the

investigation of the offense as to which application is made, when the interception may provide or has provided evidence of
the following:

1. A felony offense involving dealing in controlled substances, as defined in section 124.101.

2. A felony offense involving money laundering in violation of chapter 706B.

Section History: Recent form
89 Acts, ch 225, §24, 99 Acts, ch 78, §10
Internal References

Referred to in § 808B.5, 808B.11
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808B.4 Permissible Disclosure and Use.

1. A special state agent who, by any means authorized by this chapter, has obtained knowledge of the contents of a

wire, oral, or electronic communication, or has obtained evidence derived from a wire, ora), or electronic
communication, may disclose the contents to another investigative or law enforcement officer to the extent that
the disclosure is appropriate to the proper performance of the official duties of the officer making or receiving
the disclosure.

2. Aninvestigative or law enforcement officer who, by any means authorized by this chapter, has obtained
knowledge of the contents of a wire, oral, or electronic communication or has obtained evidence derived from a
wire, oral, or electronic communication may use the contents to the extent the use is appropriate to the proper
performance of the officer’s official duties.

3. A person who has received, by any means authorized by this chapter, any information conceming a wire, oral, or
electronic communication, or evidence derived from a wire, oral, or electronic communication intercepted in
accordance with this chapter may disclose the contents of that communication or derivative evidence while
giving testimony under oath or affirmation in a criminal proceeding in any court of the United States or of this
state or in any federal or state grand jury proceeding.

4, An otherwise privileged wire, oral, or electronic communication intercepted in accordance with, or in violation
of, the provisions of this chapter does not lose its privileged character.

5. Ifaspecial state agent, while engaged in intercepting a wire, oral, or electronic communication in the manner
authorized, intercepts a communication relating to an offense other than those specified in the order of
autherization, the contents of the communication, and the evidence derived from the communication, may be
disclosed or used as provided in subsections 1 and 2. The contents of and the evidence derived from the
communication may be used under subsection 3 when authorized by a court if the court finds on subsequent
petition that the contents were otherwise intercepted in accordance with this chapter. The petition shall be made
as soon as practicable.

Section History: Recent form
89 Acts, ch 225, §25; 99 Acts, ch 78, §11

Internal References

Referred to in § 308B.5

808B.5 Application and Order.

1. An application for an order authorizing or approving the interception of a wire, oral, or electronic
communication shall be made in writing upon oath or affirmation to a court and shall state the applicant’s
authority to make the application. An application shall include the following information:

a)  The identity of the special state agent requesting the application, the supervisory officer reviewing and
approving the request, and the approval of the administrator of a division of the department of public
safety under whose command the special state agent making the application is operating or the
administrator’s designee.
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d)  The identity of the agency authorized to intercept the communications, and of the person requesting the
application.

e) The period of time during which interception is authorized, including a statement as to whether the
interception shall automatically terminate when the described communication has been first obtained.

Each order authorizing the interception of a wire, oral, or electronic communication shall, upon request of the
applicant, direct that a communications common carrier, landlord, custodian, or other person shall furnish to the
applicant all information, facilities, and technical assistance necessary to accomplish the interception
inconspicuously and with a minimum of interference with the services that the carrier, landlord, custodian, or
person is giving to the person whose communications are to be intercepted. Any communications common
carrier, landlord, custodian, or other person furnishing facilities or technical assistance shall be compensated by
the applicant at the prevailing rates.

An order entered under this section shall not authorize the interception of a wire, oral, or electronic
communication for a period longer than is necessary to achieve the objective of the authorized interception, or in
any event longer than thirty days. The thirty-day period shall commence on the date specified in the order upon
which the commencement of the interception is authorized or ten days after the order is entered, whichever is
earlier. An extension of an order may be granted, but only upon application for an extension made in accordance
with subsection 1 and the court making the findings required by subsection 3. The period of extension shall be
no longer than the authorizing court deems necessary to achieve the purposes for which it was granted and in no
event longer than thirty days. Every order and its extension shall contain a provision that the authorization to
intercept shall be executed as soon as practicable, shall be conducted in such a way as to minimize the
interception of communications not otherwise subject to interception under this section and sections 808B.1
through 808B.4, 808B.6, and 808B.7, and shall terminate upon attainment of the authorized objective, or in any

event in thirty days.

If an order authorizing interception is entered pursuant to this chapter, the order may require reports to be made
to the court which issued the order showing what progress has been made toward achievement of the authorized
objective and the need for continued interception. The reports shall be made at intervals as the court requires.

The contents of a wire, oral, or electronic communication intercepted by a means authorized by this chapter
shall, if possible, be recorded on tape or wire or other comparable device. The recording of the contents of a
wire, oral, or electronic communication under this subsection shall be done in a way which will protect the
recording from editing or other alterations. Immediately upon the expiration of the period of the order, or
extensions of it, the recordings shall be made available to the court issuing the order and shall be sealed under
the court’s directions. Custody of the recordings shall be in accordance with the court order. Recordings shall
be kept for five years and shall then be destroyed unless it is necessary to keep the recordings due to a continued
legal process or court order, but the recordings shall not be kept for longer than ten years. Duplicate recordings
may be made for disclosure or use pursuant to section 808B.4, subsections land 2. The presence of a seal, or a
satisfactory explanation for its absence, is a prerequisite for the disclosure or use of the contents of a wire, oral,
or electronic communication or evidence derived from a communication under section 808B.4, subsection 3.

Applications made and orders granted under this chapter shall be sealed by the court. Custody of the
applications and orders shall be in accordance with the directives of the court, The applications and orders shall
be disclosed only upon a showing of good cause before a court and shall be kept for five years and shall then be
destroyed unless it is necessary to keep the applications or orders due to a continued legal process or court order,
but the applications and orders shal! not be kept for longer than ten years.

A violation of this subsection may be punished as contempt of court.
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Within a reasonable time, but not longer than ninety days, after the termination of the period of an order or its

extensions, the court shall cause a notice to be served on all persons named in the order or the application which
includes the following:

a)  The names of other parties to intercepted communications if the court determines disclosure of the names
to be in the interest of justice.

b)  Aninventory which shall include all of the following:

(1}  The date of the application.

(2)  The date of the entry of the court order and the period of authorized, approved, or disapproved
interception, or the denial of the application.

(3)  Whether, during the period, wire, oral, or electronic communications were or were not intercepted,

The court, upon the filing of a motion by a person whose communications were intercepted, shall make available to the
person or the person’s attorney for inspection the intercepted communications, applications, and orders. On an ex parte
showing of good cause to a court, the service of the inventory required by this subsection may be postponed.

10.

iL

12.

The contents of an intercepted wire, oral, or electronic communication or evidence derived from the wire, oral,
or electronic communication shall not be received in evidence or otherwise disclosed in a trial, hearing, or other
proceeding in a federal or state court unless each party, not less than ten days before the trial, hearing, or
proceeding, has been furnished with a copy of the court order, and accompanying application, under which the
interception was authorized. This ten-day period may be waived by the court if it finds that it was not possible to
furnish the party with the above information ten days before the trial, hearing, or proceeding and that the party
will not be prejudiced by the delay in receiving the information. If the ten-day period is waived by the court, the
court may grant a continuance or enter such other order as it deems just under the circumstances.

An aggrieved person in a trial, hearing, or proceeding in or before any court, department, officer, agency,
regulatory body, or other authority of this state, may move to suppress the contents of an intercepted wire, oral,
or electronic communication, or evidence derived from the wire, oral, or electronic communication, on the
grounds that the communication was unlawfully intercepted, the order of authorization under which it was
intercepted was insufficient on its face, or the interception was not made in conformity with the order of
authorization. The motion shall be made before the trial, hearing, or proceeding unless there was no opportunity
to make the motion or the person was not aware of the grounds of the motion. If the motion is granted, the
contents of the intercepted wire, oral, or electronic communication, or evidence derived from the wire, oral, or
electronic communication, shall be treated as having been obtained in violation of this chapter.

An appeal by the attorney general from an order granting a motion to suppress or from the denial of an
application for an order of approval shall be pursuant to section 814.5, subsection 2.

Section History: Recent form

89 Acts, ch 225, §26; 99 Acts, ch 78, §12-21; 99 Acts, ch 208, §63

L.

B08B.6 Reports to State Court Administrator.

Within thirty days after the denial of an application or after the expiration of an order granting an application, or
after an extension of an order, the court shall report to the state court administrator all of the following:

a)  The fact that an order or extension was applied for.
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b)

c)

d)

€)
f)

2

The kind of order or extension applied for.

The fact that the order or extension was granted as applied for, was granted as modified, or that an
application was denied,

The period of interceptions authorized by the order, and the number and duration of any extensions of the
order.

The offense specified in the order or application, or extension of an order.
The identity of the prosecutor making the application and the court reviewing and approving the request.

The nature of the facilities from which or the place where communications were to be intercepted.

In January of each year, the attorney general and the county attorneys of this state shall report to the state court
administrator and to the administrative offices of the United States district courts all of the following;

a)
b)
c)

d}

€)

g)

h)

i}
b))

k)

The fact that an order or extension was applied for.
The kind of order or extension applied for.

The fact that the order or extension was granted as applied for, was granted as modified, or that an
application was denied.

The period of interceptions authorized by the order, and the number and duration of any extensions of the
order,

The offense specified in the order or application, or extension of an order.

The nature of the facilities from which or the place where communications were to be intercepted.
A general description of the interceptions made under such order or extension, including:

(1)  The approximate nature and frequency of incriminating communications intercepted.

(2} The approximate nature and frequency of other communications intercepted.

(3}  The approximate number of persons whose communications were intercepted.

(4) The approximate nature, amount, and cost of personnel and other resources used in the
interceptions.

The number of arrests resulting from interceptions made under such order or extension, and the offenses
for which arrests were made.

The number of trials resulting from such interceptions.

The number of motions to suppress made with respect to such interceptions, and the number granted or
denied.

The number of convictions resulting from such interceptions and the offenses for which the convictions
were obtained and a general assessment of the importance of the interceptions.
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1)  The information required by paragraphs “b” through “f” with respect to orders or extensions obtained in a
preceding calendar year and not yet reported.

m)  Other information required by the rules of the administrative offices of the United States district courts.

3. InMarch of each year the state court administrator shall transmit to the general assembly a full and complete
report concerning the number of applications for orders authorizing the interception of wire communications or
oral communications and the number of applications, orders, and extensions granted or denied during the
preceding calendar year. The report shall include a summary and analysis of the data required to be filed with
the state court administrator by the attorney general, county attorneys, and the courts.

Section History: Recent form
89 Acts, ch 225, §27

Internal References

Referred to in § 808B.5

808B.7 Contents of Intercepted Wire, Oral, or Electronic Communication as Evidence.

The contents or any part of the contents of an intercepted wire, oral, or electronic communication and any evidence derived
from the wire, oral, or electronic communication shall not be received in evidence in a trial, hearing, or other proceeding in or
before a court, grand jury, department, officer, agency, regulatory body, legisiative committee, or other authority of the

United States, a state, or political subdivision of a state if the disclosure of that information would be in violation of this
chapter.

Section History: Recent form
89 Acts, ch 225, §28; 99 Acts, ch 78, §22
Internal References

Referred to in § 808B.5

808B.8 Civil Damages Authorized—Civil and Criminal Immunity—Injunctive Relief.

1. A person whose wire, oral, or electronic communication is intercepted, disclosed, or used in violation of this
chapter shall:

a) Have a civil cause of action against any person who intercepts, discloses, or uses or procures any other
person to intercept, disclose, or use such communications.

b)  Be entitled to recover from any such person all of the following:

(1)  Actual damages, but not less than liquidated damages computed at the rate of one hundred dollars a
day for each day of violation, or one thousand dollars, whichever is higher.

(2) Punitive damages upon a finding of a willful, malicious, or reckless violation of this chapter.

(3) A reasonable attorney’s fee and other litigation costs reasonably incurred.
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A good faith reliance on a court order shall constitute a complete defense to any ¢ivil or criminal action brought
under this chapter.

A person whose wire, oral, or electronic communication is intercepted, disclosed, or used in violation of this
chapter may seek an injunction, either temporary or permanent, against any person who violates this chapter.

Section History: Recent form

89 Acts, ch 225, §29; 99 Acts, ch 78, §23, 24

808B.9 Future Repeal.
Repealed by 98 Acts, ch 1157, § 1.
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